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Summary 

How can states defend themselves against foreign influence? Western states’ need for a 
defence against foreign influence is not new, but it has become more pressing over the past 
decade. Many will claim Strategic Communication is the answer, but major disagreements 
remain as to what that is and ought to be. This report details an alternative approach to defence 
that clearly articulates what it is, and why it contributes to a meaningful defence against foreign 
influence. 

To detail this approach the report looks deeper at what it means to defend against foreign 
influence, and then investigates how to defend against foreign influence. The report identifies 
three tasks for defence that any such concept must address: 

• Define what constitutes harm. 
• Assess what foreign influence harms. 
• Describe the objective of defence measures. 

The report assumes the purpose of defence is to protect state security, which means state 
security is central to define what constitutes harm. The report therefore proposes that states 
take stock of their essential state security interests. A relational model of power is used to hold 
this information in a manner that is meaningful when considering the threat from foreign 
influence. This leads to an overview of essential state security interests, where each is 
expressed (ideally) as a behaviour that is desired from a specific actor. A simple example would 
be «State A offers and provides military support». The report offers suggestions for how 
governments can map their interests, and how these can be expressed and illustrated in 
accordance with a relational model of power. 

The overview of state security essentials describes what states value most, which is why the 
report calls it a value-based approach to defence. With respect to the three tasks above, foreign 
influence activities that have undesirable effects on these state security essentials are 
considered harmful. The objective of defence measures is to alleviate that harm. Government 
practitioners using the approach must therefore select a set of possible foreign influence 
activities, and assess whether and why they harm any state security essential. The report 
provides a method called «set generation» to aid in this process. 

The report recommends that the value-based approach be further refined and tested.  
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Sammendrag 

Hvordan kan stater forsvare seg mot fremmedstatlig påvirkning? Vestens behov for et forsvar 
mot påvirkning er ikke nytt, men har blitt tydeligere i løpet av det siste tiåret. Mange vil hevde at 
strategisk kommunikasjon er svaret, men det er store uenigheter om nøyaktig hva det er og bør 
være for noe. Denne rapporten beskriver en alternativ tilnærming til forsvar som gir tydelig 
uttrykk for hva den er, og hvordan den bidrar til et meningsfullt forsvar mot fremmedstatlig 
påvirkning. 

For å beskrive en tilnærming diskuterer rapporten hva det betyr å forsvare mot påvirkning og 
deretter hvordan stater kan forsvare seg mot fremmedstatlig påvirkning. Rapporten identifiserer 
videre tre oppgaver innen forsvar som ethvert konsept for påvirkning må løse: 

• Definere hva skade er. 
• Vurdere hva fremmedstatlig påvirkning skader. 
• Beskrive formålet med forsvarstiltak. 

Rapporten antar at formålet med forsvar er å beskytte statssikkerheten, hvilket betyr at 
statssikkerhet er helt sentralt i å definere hva skade er. Rapporten foreslår derfor at stater 
skaffer til veie en oversikt over sine essensielle statssikkerhetsinteresser. En relasjonell 
maktmodell brukes til å fremstille denne informasjonen på en meningsfull måte. Det fører til en 
oversikt over essensielle statssikkerhetsinteresser, hvor hver interesse uttrykkes i form av en 
beskrivelse av adferder en ønsker fra spesifikke aktører. Et enkelt eksempel er «Stat A tilbyr og 
gir militær støtte». Rapporten gir forslag til hvordan en kan gå frem for å kartlegge 
statssikkerhetsinteresser, og hvordan disse uttrykkes og illustreres i henhold til en relasjonell 
maktmodell. 

Oversikten over essensielle statssikkerhetsinteresser beskriver staters viktigste verdier, hvilket 
gir opphav til navnet en verdibasert tilnærming til forsvar. Med hensyn til ovenfornevnte tre 
oppgaver innebærer den at skade inntreffer når fremmedstatlige påvirkningsaktiviteter har 
uønskede effekter på essensielle statssikkerhetsinteresser. Formålet med forsvarstiltak er å 
lette på denne skaden. De som får i oppgave å forsvare mot påvirkning behøver derfor en måte 
å vurdere sammenhenger mellom fremmedstatlige påvirkningsaktiviteter og essensielle 
statssikkerhetsinteresser. Rapporten tilbyr en metode kalt «sett-generering» som hjelpemiddel i 
denne prosessen. 

Rapporten anbefaler at den verdibaserte tilnærmingen videreforedles og testes.  
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1 Introduction 

How can states defend themselves against foreign influence? In the 2010s, a more assertive 
Russia has put its own spin on power in the information age. Subversive activities known from 
the Cold War (i.e. active measures) have been reinvented using the opportunities offered by 
modern technology (see for instance Abrams, 2016; Daniels, 2017). Russian influence activities 
on Twitter are perhaps the most well-known, and the scope and scale observed in Ukraine since 
the annexation of Crimea in 2014 have earned it the nickname «Firehose of Falsehood» (Paul & 
Matthews, 2016). However, similar activities in two electoral interventions are now also widely 
known (see for instance Greenberg, 2017; Haines, 2015; Jamieson, 2018). Western states’ need 
for a well-functioning approach to defence against foreign influence is arguably greater today 
than it was only a decade or two ago. 

Influence has of course played a role throughout history. Various forms of electoral 
interventions, for instance, are relatively commonplace (see Levin, 2016). But the utility of 
conventional military force as a tool for policy is declining, relative to that of irregular means 
(for more, see Diesen, 2018)1. Furthermore, modern societies’ reliance on and use of 
information and communications technology (ICT) have opened new opportunities. Russia’s 
use of social media as a tool for influence (see Chen, 2015; but also Garmazhapova, 2013) is but 
one example of this. China appears not only to share a view on information warfare more 
similar to Russia, but also a similar view on its potential utility for achieving desirable outcomes 
at low intensities on a spectrum of conflict (Hoffman, 2016). 

Developments like the above have led to increased attention and efforts to better understand 
influence in the West. Influence is now widely discussed in the media, academia and at higher 
levels of government, and significant resources are devoted to map and describe modern 
(Russian) influence campaigns and analyse their aims2. Despite these efforts, there are arguably 
fundamental gaps in our knowledge, some of which have existed for quite some time. The 
West’s de facto concepts for influence – Strategic Communication3 (StratCom) and Information 
Operations4 (InfoOps) – are lacking, and have been critiqued at length by others (see Brooks, 
2009, 2011, 2012; Paul, 2011; Paul & Matthews, 2016; Tatham & MacKay, 2011; Thuv & 
Duistermaat, 2019). Similarly, shortcomings in Western states’ understanding of defence have 

                                                           
1 In his report, Diesen (2018, p. 7) defines irregular means as «ways of operating distinct from the tactics and 
techniques that are commonly used by conventional military forces.» 
2 The main exponent for this development is arguably the Strategic Communication Centre of Excellence established 
in 2014 in Riga, Latvia. Many reports on the subject is available on their webpages (www.stratcomcoe.com). Another 
example is Oxford University’s Computational Propaganda project, or COMPROP for short (see 
https://comprop.oii.ox.ac.uk/).  
3 Current NATO policy defines Strategic Communication as «[t]he coordinated and appropriate use of NATO 
communications activities and capabilities – Public Diplomacy, Public Affairs (PA), Military Public Affairs, 
Information Operations (Info Ops), and Psychological Operations (PSYOPS) as appropriate – in support of Alliance 
policies, operations and activities, and in order to advance NATO’s aims.» ((PO(2009)0141, 2009). 
4 Current NATO policy defines Information Operations as «a staff function to analyse, plan, assess and integrate 
Information Activities to create desired effects on the will, understanding and capability of adversaries, potential 
adversaries and [North Atlantic Council] approved audiences in support of Alliance mission objectives.» (NATO, 
2014). 

http://www.stratcomcoe.com/
https://comprop.oii.ox.ac.uk/
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been highlighted in the past, including the tendency to focus on documenting the adversary’s 
activities rather than what to do about it (see Chotikul, 1986). 

The Norwegian Defence Research Establishment (FFI) has had a research project on influence 
since 2015. In that time, we have produced reports on strategic narratives (Alme, 2019b) and 
fake news (Alme, 2019a), influence and social media (Bergh, 2019) as well as on psychological 
mechanisms (Bjørnstad, 2019). In December 2015, the project was tasked to begin work on a 
theoretical framework for military influence operations. The task was given knowing that an 
entire theoretical framework was unattainable with the time and resources given, but, 
importantly, believing that the work itself nonetheless would lead to interesting and useful 
research. This report contains results from that effort, asking: How can states defend themselves 
against foreign influence? 

The remainder of this introduction provides a brief discussion on defining influence, before we 
look deeper at our research question – defence – and three key tasks we argue are part of any 
defence against foreign influence. A key limitation in this report is that it looks only at those 
three tasks. We then discuss the importance of a clearly stated purpose of defence against 
foreign influence. A clearly expressed purpose is important as it shapes an approach to defence, 
and we hold the purpose is to defend state security. Finally, we provide a brief overview of our 
methods and the theoretical framework used to model influence in this report. 

1.1 On defining influence 

What is influence? We could here refer to the aforementioned definitions of StratCom or Info 
Ops, or even broader scope studies on phenomena like political warfare5 (for an in-depth look at 
these types of ideas, see Robinson et al., 2018). Somewhat counter-intuitively, this report does 
not offer or adhere to any specific definition of influence. Instead, we define an approach to 
defence that can accommodate any type of influence activity; from funding of political parties 
or movements and organising demonstrations, to propaganda in its various forms both online 
and offline, and the manipulation of industrial control systems using cyber power. 

The main target audience of this report is government practitioners tasked with defence against 
foreign influence. Most readers will have some grasp of what influence is; they can name 
relevant activities (e.g. trolls on social media), incidents (e.g. Operation Infektion6) or perhaps 
even key ideas (e.g. StratCom, coordination, information warfare, political warfare). There will 
still be significant variation between experts. Some may emphasize the role of information or 
communication whereas others may emphasize the role of peoples’ minds, computer systems or 

                                                           
5 Kennan (1948), for instance, defined political warfare as «the logical application of Clausewitz's doctrine in time of 
peace. In broadest definition, political warfare is the employment of all the means at a nation's command, short of 
war, to achieve its national objectives. Such operations are both overt and covert. They range from such overt actions 
as political alliances, economic measures (as ERP--the Marshall Plan), and "white" propaganda to such covert 
operations as clandestine support of "friendly" foreign elements, "black" psychological warfare and even 
encouragement of underground resistance in hostile states.» 
6 Operation INFEKTION was an early 1980s attempt by the Soviet Union to make people believe AIDS was the 
result of experiments in biological warfare carried out by the United States (Boghardt, 2009). 
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organizational processes (for an in-depth discussion on the various professional takes, see Paul, 
2011; but also Brooks, 2009, 2011, 2012). Readers not in the target audience have likely read 
the report so far with very different types of «influence» in mind. Some may have latched on to 
influence as used in everyday language. Others still may have read what for instance 
philosophy, political science, sociology or computer science usually mean by it. The fact that 
other fields contain knowledge associated with the term, however, does not mean it necessarily 
applies or is useful in this context. 

The context here is defence. Undue focus on the immediate activities and effects (typically 
disinformation, how it spreads, what it might do to people) arguably blinds one from the larger 
picture of what states and armed forces are trying to achieve in this space. It is not the 
disinformation itself, after all, that seems threatening; it is what it might lead to. Even if we 
could precisely define the list of activities or effects that constitute influence (and, implicitly, 
those that do not), much would remain for states to understand and defend against it. Indeed, the 
immediate effects of influence activities may not be of prime interest either. How far should we 
chase the causal chain, to describe something useful for defence? Again, it is not the activity 
itself, but something it leads to which might require a defence. Defining influence in terms of 
effects (e.g. on peoples’ attitudes or opinions) leaves us wanting a further description that 
describes harm to states.  

1.2 Three tasks for any defence against foreign influence 

One place to begin explaining our approach to defence is with stating our take on what we seek 
to accomplish as researchers in this field. Here, we argue the main objective of this field is to 
enable states and armed forces to use and/or defend against influence. A concept for influence, 
in this view, describes how states and/or armed forces accomplish that at a level of ambition; it 
suggests a practical solution to the problem. As researchers in this field, we seek the tools to 
create and test such concepts. This report does not attempt to describe a complete concept for 
influence, but also does not inherit from an existing concept (StratCom and Info Ops are de 
facto concepts, due to their prevalence today). In line with establishing our own argument, we 
specify three tasks we argue belong in any concept for influence. These are: 

• Define what constitutes harm. 
• Assess what foreign influence harms. 
• Describe the objective of defence measures. 

The authors hold these to be obligatory tasks to perform in any defence against foreign 
influence. To have a meaningful defence, states must be able to state what they consider 
harmful. To say a defence is required, an assessment must conclude foreign influence is in fact 
causing harm to something. Finally, the above considerations are important inputs to describing 
an antidote. If the main objective is to enable states and armed forces to use and/or defend 
against influence, a concept for influence is arguably incomplete until it addresses them. 
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The above perspective already is very different from what is common in the field today, and the 
three tasks of course belong to a larger list of tasks that a more complete concept for influence 
should address. A number of tasks remain to discover and describe beyond the three formulated 
here. An example would be whether and how to integrate it into existing planning processes. To 
discover and describe these tasks, and then to create alternative concepts for influence that solve 
them differently, and finally to evaluate them against one another, is an important endeavour in 
this field. Such exploration may also enable improved assessments and testing of existing 
influence-related concepts. It is our belief that assessments would find StratCom and Info Ops 
to be lacking, if more of the underpinning research was conducted. 

The report further reduces the scope to consider defence of liberal democratic states against 
foreign influence. Foreign influence clearly occurs throughout the spectrum from peace to war 
(theoretical discussions and empirical examples found for instance in Diesen, 2018; Hoffman, 
2016; Intelligence Community Assessment, 2017). Current thinking therefore suggests such 
threats could manifest early and persist for some time, unbeknownst to the target. Finally, 
influence, and, presumably, defences against it, may take time to come into effect. It seems 
unreasonable to reduce the scope to war (which is also a unit of time) and the role of the armed 
forces (which partly follows from political goals of states engaged in war) when the 
governments approach to the problem is likely important to determine of the armed forces’ 
approach. Future studies can rather explore these special cases. 

Intrastate-contexts (typically internationalised intrastate conflicts, such as Afghanistan, among 
Western states) proved too different from the problem of interstate influence as work on the 
report progressed (for an interesting take on the role of narratives in intrastate conflicts, see 
Alme, 2019b). Discussions based on non-state actors or more authoritarian states, may turn out 
differently. Defence from the perspective of armed forces (e.g. to reach operational objectives in 
military operations) is also not considered. We elect instead to maintain focus on interstate 
fundamentals, which point us toward the political and strategic rather than operational and 
tactical levels of command. Furthermore, the use of influence, including as part of defence (e.g. 
how to defend against the harmful effects of disinformation using information), is also not 
considered. 

To summarise, the report considers three tasks for defence from the perspective of a state actor 
engaged by another state actor. This is a significant reduction in scope from the topic of 
influence in general, which concerns how states and armed forces can use and/or defend against 
influence. It is nonetheless a wider scope than is common in this field, where the mainstays of 
StratCom and Info Ops usually serve as starting points. 

1.3 On the purpose of defence 

The purpose of defence is a key determinant of what an approach to defence against influence 
should look like. Having a clearly stated purpose is therefore very important. The purpose of 
defence shapes how success is measured. It therefore also helps determine what constitutes a 
valid defence measure, and how to gauge its utility. 
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The importance of a carefully selected purpose of defence is simple to demonstrate. If states for 
instance decide to combat disinformation purely on because the existence of disinformation is 
undesirable, any defence measure that reduces the amount of disinformation is useful. Estimates 
of how much disinformation there is on the Internet, for example, become interesting metrics. If 
states decide to protect economic interests against harm from disinformation, however, other 
defence measures and metrics may become interesting. Perhaps only a few specific items of 
disinformation in certain areas are harmful in that instance. Perhaps defence measures have 
more to do with economic interests than with disinformation. The point is that changing from 
one purpose to another likely requires a re-evaluation of the approach to defence. The purpose 
of defence is a key determinant of what an approach to defence looks like and having a clearly 
stated purpose is thus very important. 

That what you seek to accomplish determines what it is meaningful to do is obvious but 
deserves emphasis here. Amongst other things it means that copying influence concepts from 
non-defence contexts should be done with care, if the objective is to mount some sort of defence 
of a state actor. Yet this issue has proven to be challenging in the past with respect to StratCom. 
StratCom was, after all, originally an idea used by businesses to brand themselves and sell 
commercial products to consumers.  In her testimony before the U.S. Congress on the subject of 
StratCom, Rosa Brooks explained at length the difference between StratCom by states in 
support of their interests, and StratCom by private companies for the purpose of profit (Brooks, 
2011). 

Furthermore, disunity among multiple defence measures may indicate no common purpose in 
defence against foreign influence. What, for instance, is the objective of defence measures that 
publicly disprove adversaries’ lies? The «detect and disprove»-strategy is often discussed and to 
some extent implemented by many governments. The purpose of one such service run by the 
European Union today is «to better forecast, address, and respond to pro-Kremlin 
disinformation.» (EUvsDisinfo, 2019). What, then, is the objective of forecasting, addressing, 
and responding to this subset of disinformation? How does it tie to European security, in the 
end? Are there better (more effective, cheaper, quicker etc.) defence measures for 
accomplishing the same? (for more on the origins of EUvsDisinfo, see European Council, 
2015). Can a public detect-and-disprove-service have harmful side effects7? Do the benefits 
outweigh them? How good must a detect-and-disprove-service become to be effective, and does 
having one amount to an effective defence against foreign influence? Why?  These seem to us 
very important questions. A clearly stated purpose is the starting point to assess all these things, 
and therefore also to gauge the utility of defence measures. 

In sum, we hold that an approach to defence against foreign influence must have a clearly stated 
purpose. The purpose selected by us in the next chapter is of course a subject for debate, but the 
necessity of a clearly stated purpose is arguably less so. 

                                                           
7 Being the arbiter of what is true and false can be very difficult, and EUvsDisinfo has issued corrections due to 
complaints from the Netherlands (EUvsDisinfo, 2018). 
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1.4 Scope, methods and theoretical framework 

The general research question of this report is: How can states defend themselves against 
foreign influence? Chapter 2 discusses two assumptions made in this report, which leads to a 
more specific version of the research question: How can government practitioners defend state 
security against harm from foreign influence without knowing the effects of foreign influence 
on state security? This phrasing reflects our goal of helping government practitioners, 
whomever they are, to solve a practical problem. It reflects our view on what that practical 
problem is: defend state security against harm from foreign influence. Finally, it reflects a key 
conclusion from our review of the literature: estimating the effects of foreign influence on state 
security interests in near real-time is extremely difficult, and not something government 
practitioners are likely to have. 

We propose a defence against foreign influence can be found in what we call a value-based 
approach to i) define what constitutes harm from foreign influence, ii) assess what foreign 
influence harms, and, iii) describe the objective of defence measures. These tasks, we argue, are 
obligatory in states’ broader effort to erect a meaningful defence against foreign influence.  

We employ a relational model of power to describe a value-based approach (see Nye, 2011 for 
an excellent introduction). A relational model of power can hold information on the actors and 
values relevant to state security and expresses them in terms of a behaviour. We here use those 
descriptions to define what a given state considers to be harm from foreign influence, and what 
the objective of defence measures is. Finally, the report must then provide some way of 
assessing what foreign influence harms. A method is provided for considering whether a set of 
foreign influence activities should be considered to have such an effect. We also seek to 
exemplify the implications of our work by discussing a common defence measure (strategic 
narratives). 

A relational model of power plays a central role in our approach to a value-based defence: it is 
used as a theoretical framework to model our problem. The idea of using a relational model of 
power to understand the problem of foreign influence is inspired by Joseph S. Nye’s book  
The Future of Power (2011). There, Nye uses it to explain a similar phenomenon called soft 
power. We have used a relational model of power since 2016, and it remains in our view a 
powerful tool for structuring this problem8. There may well be other ways of structuring this 
problem that leads to very different ideas for defence. 

In this report, the term «reactive defence measure» refers to the defence measures government 
practitioners decide to enact based on observed foreign influence activities. The term «proactive 
defence measure» refers to defence measures government practitioners decide to enact based on 
other considerations than observed foreign influence activities. The national narrative and state 

                                                           
8 For a time, we did try and describe some of the power resources and power behaviours that might belong in such a 
model when applied to the problem of influence, but we were unable to produce good lists. We suspect the reason for 
this is that no predefined set of activities in and of themselves constitute influence. We have therefore made sure to 
discuss that point in our report as well and used a more rudimentary model of power because of it. 
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security narrative described in chapter 5.2 are examples of what is here considered proactive 
defence measures. 

1.5 Outline of the report 

This introductory chapter offered a brief introduction to why influence in general, and especially 
a defence against foreign influence, is an important topic today and relevant for a research 
institute like FFI. It also introduced the necessary background information to define and further 
specify our research question, including the scope and main assumptions of this report. Chapter 
2 offers a broad overview of our value-based approach, including a more detailed discussion of 
the two main assumptions we have made. Chapter 3 details the use of a relational model of 
power to represent essential state security interests, while chapter 4 shows how to use that 
information as a basis for defence. Chapter 5 showcases some of the implications of a value-
based approach to defence through a discussion of a defence measure that is often proposed: 
strategic narratives. Finally, chapter 6 offers a summary and concluding remarks. 

2 An overview of a value-based approach 

Section 1.2 outlined three tasks for any defence against foreign influence: i) define what 
constitutes harm from foreign influence, ii) assess what foreign influence harms, and, iii) 
describe the objective of defence measures. These tasks can be solved in several ways, but 
government practitioners, solve them under a specific set of circumstances. There may not be 
time for academic rigour, for instance. This chapter explains two key assumptions the authors 
hold as reasonable to ensure practical utility for states and government practitioners. It further 
provides a broad outline of the value-based approach, and an introduction describing the effects 
of foreign influence in a manner that adheres to the two assumptions. 

2.1 Two key assumptions 

The value-based approach rests on two key assumptions that are important to make explicit: 

1. It assumes that the purpose of defence is to protect state security.  

2. Practitioners are unlikely to get accurate measurements of whether foreign influence is 
harmful, and how harmful it is, by the time they must formulate defence measures. 

The first assumption stems from the discussion in section 1.3 on the importance of a clearly 
stated purpose. The purpose of defence against foreign influence is to protect state security 
because that is what matters most to states. This assumption – this purpose – means that a 
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successful defence is a defence that successfully defends state security against harm from 
foreign influence. To say that foreign influence is harmful, and requires something be done 
about it, thus requires an argument be made that connects activities to harmful effects on state 
security. Defence measures are required when foreign influence harms state security, and their 
objective is to alleviate that harm. Any proposed defence measure must therefore be supported 
by an argument, to show how it reasonably protects against that harm. This assumption, in short, 
requires all tasks – defining harm, assessing harm, and describing defence measures – be solved 
with state security as their purpose. 

Defining state security will obviously be a central challenge. Another challenge lies in setting 
reasonable requirements for the arguments practitioners must put forth to say that 1) foreign 
influence is harmful, 2) defence measures are required, and 3) a specific defence measure 
protects state security from that harm. This report uses a simple relational model of power to set 
the basic rules for how state security is defined and expressed and uses that view of the world to 
anchor the discussions practitioners must have. 

The second assumption, that practitioners are unlikely to get accurate measurements of whether 
foreign influence is harmful, and how harmful it is, by the time they must formulate defence 
measures, helps ensure that the approach adheres to the reality faced by practitioners. 
Practitioners will not be aware of all harmful activities, and even if they were, they are unlikely 
to have detailed and reliable measurements of their effects on state security. From our review of 
the literature, we do not believe researchers can currently provide a comprehensive explanation 
of the causal chain between the adversary’s activities and effects that harm state security, much 
less do so at the speeds required for a real-time picture. Knowledge in this area is certainly 
useful, but as of now limited to certain segments of that longer causal chain.9 Government 
practitioners today are therefore unlikely to have high quality information in these areas when 
they must consider a response, and an approach to defence of practical use today should not 
assume that they would. The effects of foreign influence activities on state security are 
therefore, as far as this report is concerned, unknown10. 

2.2 Outline of approach 

The above assumptions allow for further specification of the research question. Since the 
purpose of defence is to protect state security, and arguments that connect foreign influence 
activities to harmful effects on state security are required to derive defence measures, it would 
                                                           
9 To give an example, take Allcott and Genzkows (2017) paper «Social Media and Fake News in the 2016 Election». 
This article was published in the spring of 2017 and thus only a few months after the 2016 U.S. presidential elections. 
The article is published quickly from a researcher’s perspective, but after the fact in terms of deciding whether fake 
news threatened the U.S. election and what could and should be done about it. The article presents interesting 
knowledge on several interesting aspects of how people came into contact with and perceived fake news. But it is 
also not meant to describe the impact on the behaviour of U.S. citizens at the voting booth or in other ways that might 
affect U.S. state security interests. Fake news is of course but one of several activities that in theory (and perhaps in 
combination) alter that sort of behaviour. It thus becomes one piece of information in the much larger puzzle that 
government practitioners must contend with. 
10 Decent analyses of the Russian influence campaign during the 2016 US presidential elections exist, but have taken 
years to produce (the first in-depth analysis of the role of social media is arguably Jamieson, 2018). 



 

 

    

 

FFI-RAPPORT 19/01766 15  
 

be important to discuss how to provide practitioners with reliable measurements of effect. The 
second key assumption, however, says practitioners are unlikely to have such measurements in 
time. The research question is therefore: How can government practitioners defend state 
security against harm from foreign influence without knowing the effects of foreign influence 
on state security? 

To address this question, we propose to look inwards, rather than outwards, for an approach to 
defence. Instead of documenting activities and their effects, we look at how states can get to 
know themselves and their interests well enough to protect them. This effort to get to know 
themselves leads to an overview of what a given state regards as important to defend. Defence 
revolves around this overview; it helps direct defence measures towards something worth 
defending. States can thus design purposeful defence measures without knowing the exact 
nature or impact of the adversary’s activities. 

The overview serves both proactive and reactive defence. Proactive measures find their purpose 
in the interests – or what we here term «state security essentials», or simply «essentials» – 
described in this overview. Reactive measures, however, is more difficult. We recognize that 
practitioners will only have a window into what the adversary is (or might be) doing (i.e. some 
level of detection), and some knowledge of his intent. How do we understand these activities 
well enough for defence, when their effects are unknown? We can hypothesize the effects of an 
activity, but our assumptions mean the hypotheses will be untested at the time practitioners form 
a response. We propose that plausible arguments connecting alleged influence activities to 
harmful effects on the interests described be considered as sufficient to legitimize defence 
measures. What is considered plausible is of course a subject for discussion. In this report, the 
overview of state security essentials helps ensure that arguments relate influence activities to 
interests that are important to defend. Accepting that proposition, one path to reactive defence 
lies in a structured process for generating such arguments. The most important and most 
plausible arguments must be found, preferably in the matter of hours or days. Arguments need 
not be proven true, as long as the most important arguments are among those generated and 
defended against. Section 4.3 further details this process, called «set generation». What can and 
should qualify as a plausible argument, however, should be the subject for further study. 

2.3 Introduction to representing effects 

The purpose of defence is here to protect state security, which means a rationale for defence lies 
in establishing a link between influence activities on the one hand, and state security interests on 
the other. In our experience, descriptions of effects commonly fall short of establishing that link, 
describing instead the activity (e.g. the spread of disinformation on some medium) and perhaps 
possible effects on people (e.g. how people confuse facts with fiction). Such knowledge is 
obviously useful, but this report emphasizes the importance of continuing the argument until it 
concludes with an effect on state security. If practitioners are unable to make that argument, 
then it is hard to see why a defence would be necessary. 
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Furthermore, if state security requires a defence against foreign influence, we should also be 
able to express part of the harm from foreign influence in the vernacular of international 
relations. The threat from foreign influence between two or more states can be expressed as a 
form of power; states use influence to achieve preferable outcomes in international relations. It 
is therefore important to be able to express the harm from foreign influence, as well as the utility 
of proactive and reactive defence measures, in those same terms. Put differently, it would be 
odd to argue that a defence from foreign influence is required, and present a set of defence 
measures, yet not explain how it ties to international relations. 

A relational model of power helps represent effects in a simple yet structured manner. As will 
become clear, it helps structure discussions on the harmful effects of foreign influence as well as 
to tie them to state security. Here, the report borrows from Joseph S. Nye’s discussion on power 
in his book the Future of Power. Power is defined as «the ability to alter others’ behaviour to 
produce preferred outcomes» (Nye, 2011, p. 10). To exert power, an actor uses power resources 
in accordance with a conversion strategy to achieve power behaviours. To consider foreign 
influence harmful and thus requiring a defence, this approach to defence requires an argument 
that stretches from the adversary’s use of power resources (i.e. influence activities) on the one 
hand, to the harmful power behaviour it causes in another. Those behaviours must tie to state 
security (chapter 3 discusses how to do that). 

In figure 2.1, State A exerts power over State B by using power resources Activity [1 … N] 
according to a conversion strategy in its power relation with B (arrow). Introducing new actors, 
helps describe contexts that are more complex. 

 

Figure 2.1  Example illustration of a relational model of power. 

The above model is used because it is both simple and captures some important aspects. The 
fact that the model does not draw us towards any specific type of power resource or power 
behaviour is a strength. First, any power resource can be used for influence; there is no pre-
defined set of activities which in and of themselves constitute influence (see Thuv & 
Duistermaat, 2019). You can consider the effects from Activity 1 alone, or effects from larger 
sets of activities11. Second, the same is true with respect to power behaviours; there is no pre-

                                                           
11 This model supports analyses of any subset of all activities, such as disinformation on Twitter or financial support 
of political parties or candidates but makes no claim as to how activities should be subdivided. Studies of foreign 
influence activities invariably study a subset (e.g. trolls on Twitter) of the larger whole, but the consequences of that 
reduction in scope on an analysis of harmful effects on state security are unknown. More research is required to 
determine how to subdivide activities for analyses of harmful effects on state security, and we would rather err on the 
side of caution by using an indeterminate model. 
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defined set of power behaviours belonging to influence. Third, and importantly, the key 
distinguishing features of influence lie in the conversion strategy, in its design, and what the 
organization supporting that process looks like to make use of it in international relations and 
armed conflict. 

The relational model of power will form the basis for how we reason about harmful effects, as 
well as how we illustrate state security interests. This section only provides a simple illustration 
based on the power relation between two states — State A and State B — but there is clearly 
more to represent. We hold that the model should reflect state security essentials, and therefore 
move on to discuss how practitioners can create the overview. 

3 Mapping state security essentials 

What are the essentials of state security? What would, if harmed by foreign influence, be the 
most important to defend? Ultimately, the task of mapping state security essentials yields unique 
results for a given state, as every state is different. This section provides suggestions based on 
interstate and intrastate aspects of state security that are likely common to most liberal 
democracies. Deciding where to draw the boundary around state security is not simple; the 
essential state security interests must be included, but the longer the list the more expansive the 
defence effort. This suggests government practitioners should take care to ensure the most 
important items are included in the overview, but also that the overview is manageable and 
proportionate to the problem. 

3.1 Interstate essentials 

International relations are clearly part of how one understands foreign influence. Figure 2.1 
showed a bilateral relationship where State A sought to influence State B, but contexts that are 
more complicated are easily accommodated using the same model and type of illustration. 
Figure 3.1 shows a context between multiple state actors, State A, B, and C. The lines between 
them signify power relations, and to integrate international relations into the context we define 
state security interests in each relation. A set of simple fictitious interests and events will help 
illustrate how this works. 

Consider State A to be the aggressor and State C to be its target. State A wants to coerce 
concessions from State C through a low-intensity conflict. State C relies on State B for support 
in case of conflict with A, which means it is an important player in any conflict with State A. 
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Figure 3.1  International relations scenario with multiple state actors. 

Since this approach is designed for defence, we here take on the point of view of State C. What 
sort of effects from foreign influence is cause for worry to State C? To find out, State C defines 
its key state security interests in these relations, and thus gets an overview of what matters most 
(its state security essentials). It knows the desirable behaviour from State B is support in the 
event of a crisis or conflict, and the desirable behaviour from State A is that it either does not 
seek conflict or ceases its hostilities. These are of course but some of several possible interests 
that could be defined in these relations. The complete set of interests is what we mean by 
interstate security essentials, or simply interstate essentials. 

Because State C depends on State B, there is another power relation to consider as well; that 
between State A and B. State C should consider State A’s interests in this relation, which could 
for instance be to reduce the likelihood of State B offering support to State C. Whether State A 
intends it or not, their influence activities are a potential threat to State C’s interests in relation 
to State B. State C should therefore consider the possibility that the threat from foreign 
influence looks more like that of figure 3.2. 

 

Figure 3.2  Fictitious example of foreign influence against key ally. 
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In figure 3.2, State A’s activities reduce the likelihood of State B coming to State C’s aid. In this 
report, this is harm to state security interests and therefore something to defend against. Even if 
State A does not intend to produce this effect, it is produced through his activities and should 
therefore be defended against. This is one of the ways in which a model like this is superior to 
one rooted solely in the adversary’s intent or objectives. Importantly, the figure shows that there 
are two relations in which to mount a defence of this interest. First, State C can attempt to 
disrupt the activities of State A in relation to State B. Any power resource can be used to 
accomplish this, and the exact nature of such an effort will depend on the type of activity 
observed to begin with. It could include things varying from traditional counter-intelligence 
work to disrupting networks of bots on Twitter, and much more. Second, State C can seek to 
improve the likelihood of support from State B through its relation with State B. Any power 
resource can be used in this effort as well, including normal diplomacy. Third, it can gauge the 
situation and decide the current likelihood of support from State B is acceptable, and that the 
negative effects of State A’s activities are negligible; it can choose to do nothing. 

The above way of reasoning about the harmful effects of foreign influence on state security 
interests in international relations allows us to think more clearly about the threat. Many of 
Western states’ current suggestions for defence measures, for instance, focus on the activities 
themselves. The above example shows that multiple relations can be impacted by the same 
activities and require a defence, and that other avenues are available for defence. This approach 
to defence captures this arguably important side to the threat from foreign influence. For 
instance, alliance members’ interpretation of foreign influence as a potential threat to the 
internal stability of NATO can be represented much like the above figures, by replacing State B 
with NATO. The internal stability of NATO likely affects the behaviour that alliance members 
depend on from NATO. 

The discussion so far has depicted a situation in which State C reacts to State A’s activities. 
There is, however, nothing stopping State C from working proactively to protect its interests in 
relation to State B. The interests specified in these relations therefore also form the basis for 
proactive measures to defend against the harmful effects of foreign influence. Indeed, given the 
difficulties with detecting the adversary’s activities to begin with, the overview described here 
not only makes us aware of the potential threat that stems from State A’s influence over State B, 
but can help us direct our attention to better detect it. In this way, it is also a tool to help focus 
our detection efforts towards areas of high importance to state security. 

This section introduced the core idea behind our value-based approach to defence. In practice, 
figures like those presented here should contain well-defined behaviours required for state 
security in each power relation. Concrete descriptions of interstate essentials require application 
of the model to a specific state, and to a set of scenarios. Application to a specific state, 
however, is beyond the scope of this report. 

The above representation is still incomplete, even if properly detailed for a specific state. All 
state actors in the above figures also have intrastate essentials to defend. If, for instance, the 
activities in the fictitious example in figure 3.2 target the population of State B, a plausible 
argument is required to connect that influence to pressure on the government of State B, which, 
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in turn, reduces the likelihood of B having the behaviour C desires. The argument would be 
different if State A targeted key decision makers in State B, because the causal mechanism by 
which State B’s behaviour is altered changes from one involving its population to one involving 
its key decision makers. Moreover, State A can of course target State C directly, and not 
through an intermediary as discussed here (although that, too, might backfire on interests in 
relation to State B). An overview based on interstate essentials helps structure this rather 
complicated picture but is clearly an incomplete representation of the problem of foreign 
influence. We therefore turn to intrastate essentials and return to a more complete overview in 
section 3.3. 

3.2 Intrastate essentials 

The discussion in section 3.1 concerned interstate essentials, and therefore revolved around state 
actors. The behaviour of state actors is of main interest here, but actors other than states of 
course also shape state behaviour. Indeed, one of the main reasons Western states consider 
foreign influence a problem is that it (possibly) does something to the citizens, which in turn 
(somehow) harms state security. This section represents this sort of problem using power 
relations, just like the problems discussed in section 3.1, but distinguishes them as intrastate 
essentials instead. 

What are the essential intrastate state security interests of a liberal democracy? What would 
warrant defensive measures, if harmed by foreign influence? The report identifies intrastate 
essentials much like interstate essentials: by looking inwards at what matters to a given state. 
There is, for instance, no need for a liberal democracy to experience an electoral intervention to 
determine that nation-wide elections are important. Indeed, all states that hold elections want 
them to go as planned (even authoritarian ones). This section shows how to create an overview 
of intrastate essentials. First, however, a discussion of who the relevant actors are, and how to 
illustrate intrastate essentials, is in order. 

3.2.1 Illustration and suggested actors 

Figure 3.3 shows State A targeting State B through its population, meaning there are now two 
power relations involved; one between State A and State B’s population, and one between State 
B’s population and its State B’s government and institutions as an entity. To understand how 
State A’s influence on State B’s population might become harmful to State B’s security, State B 
must further explore the power relation with its population. If, for instance, State B is 
experiencing dangerously low levels of political trust, and State A is exacerbating that problem, 
State B might consider defence measures that rebuilds public trust (a key point, of course, is that 
it should rebuild it even if State A is not the cause). Alternately, if State B’s population is 
pressuring foreign policy in a direction that harms state security interests, such as reducing the 
likelihood of allied support in the event of a conflict, then State B should consider options that 
increase the likelihood of allied support. Chapter 4 will further discuss this type of reasoning. 
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Figure 3.3  How foreign influence targeting the population may be a threat to state security. 

Who are the most important internal actors? This depends in part on the state in question and its 
history. It may be fruitful to subdivide the population, for instance if there is a past and/or 
present separatist movement. There may likewise be reasons to represent the government in 
subgroups, such as according to the branches of government, to explore influence that may 
threaten checks and balances between them. Numerous areas, like policies, doctrines, norms, 
traditions, and principles, can help determine a useful set of actors. 

In our model, all actors are represented with power relations between them, and the number of 
relations to consider grows quickly as the number of actors increases. For the sake of argument, 
this report considers a basic set of four intrastate actors: the government, the armed forces, the 
population, and the press. Application of the value-based approach to a specific state actor 
would likely yield a different, larger set of actors. Figure 3.4 adds these internal actors as square 
boxes. For the sake of simplicity, the circle for «state» is included in this intrastate figure as 
well. Keep in mind that it essentially refers to the government, and that analyses may find it 
useful to subdivide it (e.g. into branches of government). Here, this yields six power relations in 
which to describe state security interests. 

 

Figure 3.4  Actors for intrastate security essentials. 

Having identified some plausible actors to consider interstate essentials for, we move on to 
discuss where and how practitioners might begin enriching the overview with security 
essentials. 



  

    

 

 22 FFI-RAPPORT 19/01766 
 

3.2.2 Suggested starting point 

What are the state security essentials of a liberal democracy? The answer depends in part on the 
state in question. One source of information is what academia considers signs of a healthy 
modern liberal democracy. This literature provides such things as general pre-requisites based in 
political theory (e.g. a free press, free and fair elections, democratic institutions, a public sphere 
providing room for public debate) (see for instance Dahl, 2005; Habermas, 1993; McNair, 2009; 
Sodaro, 2008, pp. 171–177; Street, 2011), but also knowledge and experience in more detail 
(e.g. sources of instability) as well as in measuring their status. The Center for Systemic Peace 
(CSP), the Uppsala Conflict Data Program (UCDP) and the Peace Research Institute Oslo 
(PRIO) are examples of institutions that maintain datasets on these types of factors. The sources 
will help create an overview of interstate essentials, but states also face more unique challenges 
and view security differently from one another. Another, and complementary, source of 
information is what states themselves consider essential. Official documents, such as defence 
and foreign policy documents, contain statements that can help define what state security is to a 
specific state. 

Government practitioners must create and maintain the list, and, like interstate essentials, to a 
certain extent tailor it. This section will only demonstrate how to begin that process, and how to 
increase the level of detail until it describes behaviours in power relations. The overview could 
of course grow very long. A guiding principle may therefore be to ensure it contains what 
matters most, and little else. The following three topics should serve as useful starting points for 
liberal democracies (see §1-5 in Lov om nasjonal sikkerhet (sikkerhetsloven), 2018): 

• Territorial integrity. 
• Political sovereignty. 
• Democratic processes. 

From this basic list, work continues by further detailing each topic. If there are sub-topics, as 
there will be with respect to democratic processes, for instance, these may require elaboration as 
well. The objective is to arrive at a level of detail that allows for expressing behaviours in power 
relations between the identified actors. Describing desirable behaviours for each power relation, 
for all identified interests, completes the mapping process. Below is an example question for 
one interest in one power relation: 
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Consider the power relation between the population and the armed forces 
(power relation between actors). Do the armed forces depend on the 
population’s behaviour to ensure territorial integrity (state security essential 
relevance in relation)? If so, describe this behaviour, and place the description 
in the power relation between the armed forces and the population. Consider 
multiple scenarios, and ensure that the text captures any differences between 
them. What impacts the likelihood of observing those behaviours when they 
are needed? What is considered harmful behaviour, and what is not? Why? 

The process of identifying and detailing state security interests and actors, and discussing each 
interest for each power relation, yields a more comprehensive understanding of what harm from 
foreign influence could look like. It provides practitioners with a reproducible way of 
distinguishing between what is and is not harmful, and thus solves one of the main tasks 
explored here; defining what constitutes harm. 

Practitioners can look for further information in law and policy documents. Norwegian law, for 
instance, contains a definition of national security (see §1-5 in Lov om nasjonal sikkerhet 
(sikkerhetsloven), 2018). It refers mainly to Norwegian sovereignty, territorial integrity, and 
democratic form of government. States’ core interests are typically territorial integrity and 
political sovereignty. The idea of sovereignty is constantly evolving, and the importance of 
territory as a source of wealth as well (see Biersteker, 2002). What matters here is to capture 
their essence, along, perhaps, with any given states’ specific views. Norwegian law offers more 
detail, such as economic stability, which is helpful in mapping Norwegian state security 
interests.  

Major policy documents can offer similar definitions, such as: «National security means 
preserving the existence, sovereignty, sovereign rights and integrity of the country. National 
security may be challenged through armed attack, political and military pressure, and serious 
strikes against Norwegian interests by state or non-state actors. Threats to national security 
may legitimise the use of all military and other resources» (Norwegian Ministry of Defence, 
2015, p. 7). Regardless of what sources are used, it is most important to arrive at an assessment 
that is government approved. It will form the backbone of the way practitioners argue about the 
harmful effects of foreign influence and the objective of defence measures. 

Territorial integrity, political sovereignty and democratic processes are high-level descriptions, 
and likely to yield a host of sub-topics to explore further. Democratic processes, for instance, 
consists of many sub-topics, such as popular sovereignty; free, fair, open, and regularly repeated 
elections; a free press that holds the government accountable and citizenry sufficiently 
informed; freedom of speech; freedom of association; free political opposition; the rule of law; 
and more. To complete mapping intrastate security essentials, each sub-topic must be described 
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and then discussed for every possible power relation. The simple beginnings of the three tasks 
summarised in bullet points at the beginning of this report may be more than enough for an 
initial pass at using this approach. To illustrate, the report will look closer at one of the above 
subjects: a free press. 

3.2.3 A free press 

The terms «journalism» and the «free press» refer to a profession, to a form of discourse and 
genre, to a democratic and idealistic mission, and to an institution. The common denominator is 
the core reference to the search for and public distribution of information that is true and 
relevant to the citizens of a democracy (Eide, 2011, p. 10). The news profession is supposed to 
constitute a credible source for public knowledge dedicated to finding and spreading 
information for the common good (Jones & Baym, 2010, p. 280). Journalism is, according to 
the ideal, supposed to contribute to essential conditions for democracy – in several ways. For 
one, journalists are supposed to provide citizens with information they need to be free and 
autonomous; to understand the reality around them; and to be able to act and partake in 
democracy (Eide, 2011, p. 12). Secondly, journalists are to provide the government the 
information it needs to make decisions in the common interest and sensitive to the will of the 
people (Sjøvaag, 2018, p. 2). Thirdly, the media is supposed to create an arena for public 
discourse and debate. Lastly, the press is supposed to act as a watchdog on behalf of the people 
by way of informing citizens of what the government and other powerful actors are doing in 
their name, scrutinize the powerful and reveal and inform about any potential breaches with 
essential principles of liberal democracy, such as sovereignty, balance of power, and the rule of 
law (Sjøvaag, 2018, pp. 4–5). 

What are the conditions for such a free press to function according to the described ideal? One 
condition is that there must be an established press profession in the state in question. This 
means journalists, editors, donors – public or private – are standard-bearers for the profession. 
They provide federations, ethical and professional rules to which the media companies can 
ascribe and adhere, and a form of professional response to breaches with such guidelines. This 
enables the press to go about their work in an orderly manner, but it also contributes to the 
overall credibility of the press as a democratic institution.  

Another condition is that the press commits themselves to such rules, which are self-imposed 
and nonbinding (see McQuail, 2003; Sjøvaag, 2018). Sjøvaag (2018, p. 15) further argues that 
«[d]emocracy as a form of government is wholly reliant on private media to fulfil social 
contract obligations. Beyond public service broadcasting and other state-sponsored information 
infrastructures, freedom of expression and freedom of publication—as liberal principles—are 
premised on private enterprise, as governments cannot legitimately be held responsible for 
providing the only available scrutiny of their own affairs». Conversely, citizens will not be able 
to scrutinize – let alone stay informed of – these same affairs without the help of the press. 

The press is dependent on the state in terms of support (interviews, donations, trust in the 
information, source criticism) and non-interference with the freedom, integrity and autonomy of 
the press – which in effect supports and makes possible a free press.  



 

 

    

 

FFI-RAPPORT 19/01766 25  
 

The press is dependent on a public that is willing to contribute to reporting in the form of 
interviews and supplying information, as well as purchasing publications. But in a more 
profound sense, the institution of journalism is dependent on a public that dedicates itself to 
finding true and relevant information: «the democratic ideal depends on an active and educated 
citizenry (Barger & Barney, 2004, p. 195)». As such, «the press needs a public willing to take 
the time to inform itself, that will engage and talk to journalists and one another, that is willing 
to invest resources for quality of information» (C. Marvin & Meyer, 2005, p. 409). Herein lies a 
premise that citizens not only actively seek information, but also critically evaluate information 
and sources. 

The above are but examples of knowledge on a free press that will help practitioners identify 
important topics and behaviours to describe in the various intrastate power relations. To give a 
few examples of essentials formulated in preferred behaviours, based in the above: 

1. In the power relation between the population and the press, it is important to note that the 
population in large takes the time to inform itself, engage and talk to journalists, to one 
another, and invest in quality information. Consequently, if foreign influence is understood 
to threaten these behaviours, or they are, for any other reason, not at satisfactory levels, a 
liberal democracy should consider measures to foster that sort of behaviour. 

2. In the power relation between the state and the press, the state depends on the press to 
impose the contractual bonds that make it a free press on itself. If this is not occurring, or 
not occurring at satisfactory levels, states can consider measures to foster that sort of 
behaviour. 

These two bullets illustrate how digging deeper into why certain things are important to state 
security will yield an understanding of what could be considered harm from foreign influence 
and point towards purposeful defence measures. As the overview of state security essentials 
develops, ever deeper analyses will be required. Various disciplines will offer relevant methods 
and knowledge. 

3.3 Basic overview of state security essentials 

Sections 3.1 and 3.2 show how government practitioners can create an overview of state 
security essentials and express them (preferably as behaviours) in power relations between 
actors. This yields an overview of values with respect to actors, expressed in a way that lends 
itself to thinking clearly about the harmful effects of foreign influence and about defence. The 
number of interests and actors will vary from state to state but is also, as expressed earlier, a 
matter of how governments themselves define security. 

Figure 3.5 shows State A targeting the population of State B using Activities [1 … N]. State B 
has defined security interests for the power relations between the population and the armed 
forces, press, and government respectively (numbered 4, 3 and 5 respectively). This is how our 
value-based approach represents the (common) argument that foreign influence does something 
to the population, which, in turn, harms state security. 
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Figure 3.5  Example disinformation campaign. 

Figure 3.5 can represent a number of arguments in a meaningful and structured manner. Figure 
3.2, in section 3.1 on interstate interests, showed an example of foreign influence subverting the 
likelihood of allied support. Figure 3.6 shows the same argument, but with the added detail 
offered by intrastate essentials. It shows State A influencing the population of State B, to reduce 
the likelihood of its government offering support for State C in the event of a conflict between 
State A and C. One might also say the argument follows a vector of power relations, which in 
this case is [a1, b5, c7], and that relevant defence measures could protect interests along it to 
protect the state security essentials defined in [c7]. 

 

Figure 3.6  State A subverting allied support from State C to State B. 

Importantly, all of the information required for State C to describe its interests in power 
relations [c1 … c7], and how c7 might depend on power relations [b1 … b6], is available prior 
to any influence activities conducted by State A. State C can therefore use that overview of state 
security essentials for both proactive and reactive defence, which is the subject of chapter 4. 
Moreover, it can do so even with limited knowledge of what State A is doing and achieving. 

The above understanding of state security serves as a framework into which existing knowledge 
can be placed. Existing knowledge sheds light on small areas of it: specific interests as they are 
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described in specific power relations. Knowledge of how fake news on social media impacts 
voting during nation-wide elections (e.g. Jamieson, 2018), for instance, is likely relevant to the 
relation between the population and the state, and the way both of them are tied to nation-wide 
elections. Moreover, such an incident will likely impact interests in relations to other states, for 
instance if the perception is that a government is illegitimate.  

Importantly, knowledge from many fields, such as media and communications, computer 
science, sociology or psychology, is required for an enriched understanding of state security 
essentials and their status. That understanding can in turn help evaluate the utility of defence 
measures. The model described here points out key aspects of any argument regarding the harm 
from foreign influence and the utility of defence measures. 

4 Using the value-based approach to defence 

Previous chapters provided tools to represent the effects of foreign influence (power relations) 
and define what matters most to states (mapping security essentials). These tools provide 
practitioners with the basic building blocks required to describe how foreign influence is 
harmful to state security (see sections 1.3 and chapter 2). This section describes how to use this 
knowledge to derive a purposeful defence of state security. It considers both proactive and 
reactive defence throughout any spectrum of conflict, and a good place to start this discussion is 
with the problem of distinguishing peace from conflict. 

4.1 Defence and the interim between conflict initiation and discovery 

It is common to distinguish between a spectrum of conflict, and to treat the transitions from one 
to another as a significant event and point in time (e.g. a crisis begins with the transition from 
something into the crisis). Identifying these transitions can be difficult, however, and the terms 
used can vary from case to case and between disciplines. Then come the added difficulties with 
distinguishing between peace and conflict when the means used are low-intensity, non-
conventional, or irregular (for more, see Hoffman, 2016). Many foreign influence activities can 
and do fit into such contexts. For this reason, we believe it is necessary to contend with the 
possibility of an interim: that foreign influence activities go on for some time without being 
detected by the target. 

To explore the possibility of an interim we conduct a simple thought experiment, using the 
relationship between our two states, State A and State B, once more. Let’s assume that after a 
period of peace between the two, State A decides to initiate unconventional warfare against 
State B. According to Hoffman (2016, p. 30), such warfare «can occur concurrently with other 
methods in both peace and war.» Let’s further assume that if we analysed some of State A’s 
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activities as influence activities, we would find harmful effects on the state security essentials of 
State B. State B, however, has not yet discovered the full range of State A’s activities – or not 
understood their influence potential. If State B had sufficient information and understanding, 
they would enact defence measures of several state security essentials. They do not, however, in 
our thought experiment here, and do nothing. There now exists an interim between State A’s 
initiation of what we for our purposes here label conflict – their unconventional warfare – and 
State B’s discovery of that same conflict. Indeed, there is also in principle the possibility that 
State A achieves its aims prior to State B discovering the unconventional war – i.e. that conflict 
discovery is too late, if it occurs at all.  

Figure 4.1 illustrates the above scenario, using a greyed-out area to denote an interim prior to 
State B’s conflict discovery. Please note that the terms peace and conflict here are simple 
descriptors to help us separate two periods of time with respect to an adversary’s initiation of 
influence activities and the target’s discovery of them. At what point, if any, these activities 
establish a broader security context like that of an armed conflict, a so-called hybrid war, a 
militarised dispute, or some other form of conflict, is another matter entirely. 

 

Figure 4.1  An interim between State A’s initiation of an unconventional war and State B’s 
discovery of it, and its consequences for how the two parties perceive the situation 
across time. 

This report assumes that the effects of foreign influence are unknown (see section 2.1) and does 
not claim to know how harmful influence activities in an interim can be. It rather notes that this 
is a theoretical possibility, and that states seeking defence during an interim must look to 
proactive defence measures. If the target state maps out its state security interests, and engages 
in proactive defence, then the adversary’s successes in this interim might be limited or curtailed. 
This seems an important lesson for defence against influence in low intensity contexts. 

4.2 Proactive defence 

Proactive defence here means to secure the interests as defined in the overview of state security 
essentials, using any power resource. Proactive defence rests mainly on the overview of state 
security interests created by applying mapping as described in chapter 3 to a specific state actor. 
Figure 4.2 shows a simple mock-up used to explain how. An actual overview would likely 
contain more actors, specify a scenario (e.g. peacetime, a specific conflict scenario), and fully 
detailed as per sections 3.1 and 3.2. 
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As in previous figures, State C depends on its ally, State B, for defence. State B is therefore 
included as an actor and power relation [c7] describes State C’s dependency on B. It describes it 
in detail in accordance to sections 3.1 and 3.2, and therefore recognizes the various contexts in 
which support from State B is required. State C’s overview of state security essentials includes 
such things as various forms of support, the timing of support, or analyses of whether it will be 
easy or challenging to attain etc. 

 

Figure 4.2  Example overview with power relations between interstate and intrastate actors. 
Essential interests would be defined in each of them. 

Figure 4.2 is void of any foreign influence activities; there is no information on State A’s 
(possible) activities. Proactive defence here means to secure the interests as defined in the 
overview of state security essentials, using any power resource. In principle, State C can seek to 
further all state security essentials. It may be advisable to use the information collected in the 
overview to establish indicators of the status of each essential. In the short run, measuring the 
status will help states focus their proactive efforts. If one of State C’s problems is low levels of 
political trust, as an example, and political trust is a state security essential, then State C should 
seek to remedy that situation. If political trust in State C returns to acceptable levels, efforts can 
shift elsewhere. There is no reason to fix what is not broken.  

We can translate this into a more general point: determining and measuring the adversary’s 
activities’ role in the negative development of a state security essential is secondary, and not 
necessarily critical for defence. Of main interest for defence is to determine whether a state 
security essential is trending to unacceptable levels, and to figure out how to reverse the decline. 
The above logic will help practitioners to pinpoint strengths and weaknesses, as well as to 
describe what defence measures should seek to accomplish (e.g. return political trust to a certain 
level). It does not help derive the actual defence measures, and using influence is but one of 
several possible options. 

4.3 Reactive defence – 3 steps of set generation 

The discussion of how to represent international relations in the overview of state security 
essentials has revolved around an example where State C had reason to enact defence measures 
against the foreign influence activities of State A, to preserve or improve the likelihood of 
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military support from State B. That example showed the basic logic of reactive defence in this 
report, where harm is expressed as harm to state security interests, and defence measures seek to 
avoid and reverse that harm. This section describes a method for assessing the possible harmful 
effects of foreign influence, and deriving the purpose of reactive measures, based on the 
overview of state security essentials. The report terms this method «set generation». 

Set generation is a «quick and dirty» way of assessing the harmful effects from foreign 
influence. It sacrifices knowledge about the actual effects of foreign influence on state security 
and substitutes it with a set of possible effects. Whatever knowledge exists can of course be 
used, but the process itself does not rely on it. The objective is to ensure that the set contains the 
subset of arguments that are both correct and most harmful to state security. The entire set forms 
the basis for reactive defence, thus allowing for defence at greater speed than one driven by 
precise measurements of effect. The overview forms the basis for expressing plausible 
arguments on the harm from foreign influence, thus giving defence measures a clearer state 
security purpose. 

The core idea of set generation is to interpret the adversary’s influence activities as potential 
threats to all interests on the overview of state security essentials. Practitioners take a selection 
of foreign influence activities, and then consider that selection against interests as defined on the 
overview. Iterating through the entire overview produces an assessment of harm for that 
selection of possibly harmful activities, up against what a given state considers most important. 
Because the assessment ties to the map, it will also point practitioners towards what defence 
measures should seek to remedy. If State A’s activities threaten the likelihood of State B coming 
to the aid of her ally, State C, then any defence measure increasing the likelihood of such aid 
should be considered. Set generation is here broken down to three main steps – making a 
selection, producing plausible arguments, and considering the purpose of defence measures – 
for a more detailed discussion. 

 

The first step is to make a selection of activities to study as possible influence threats. Set 
generation relies on practitioners selecting foreign influence activities to consider but offers no 
guidance on how to make a selection. The selection could consist of anything from a single 
tweet to the entirety of power resources used by the adversary. It could consist of the most 
recent activities alone or the most updated list of his activities, e.g. the most recent tweets or all 
activities including the most recent tweet. 

This report does not discuss how to best cluster foreign influence activities to understand their 
implications for state security. We suggest practitioners think carefully through how and why 
they made their selection, and we encourage experimentation. If the adversary is thinking 
holistically about the influence effect of his combined use of power resources, it may be fruitful 
to consider activities both in isolation from one another and as larger clusters. Why consider 



 

 

    

 

FFI-RAPPORT 19/01766 31  
 

only Twitter or social media? Why consider only (dis)information? Why consider only 
information? Is one form of clustering best for interests in international relations, and another 
form of clustering best for intrastate interests? We have not been able to find any guidance on 
how to cluster influence activities for analysis and offer none here. We encourage 
experimentation, and that the problem be studied further. 

The second step is to consider the selection as potential threats to each state security interest as 
defined. In academic terms, the objective is to create hypotheses as to how the selection of 
activities inflict harm on each interest in the overview. The result is a set of hypotheses – hence 
the name set generation. Set generation breaks from academia, however, in that these 
hypotheses are not tested. Some of them may be true and some may not be. Moreover, they are 
not necessarily derived in the way academics do (e.g. from a theory). Practitioners must of 
course investigate the assumptions and implications of their arguments rigorously, but the 
standards in most cases cannot be as high as in academia to do so at the speeds required for 
reactive defence. Plausible arguments is therefore perhaps a more fitting name. What matters for 
defence is that the set of plausible arguments contains a specific subset of arguments: those that 
are both correct and most harmful to state security. Iterating through a pre-defined overview of 
state security interests helps ensure the most harmful possible effects are considered, and 
therefore more likely to be included in the set. 

The third step is describing the purpose of defence measures. At this point, practitioners have a 
set of plausible arguments containing a subset that are both correct and most harmful to state 
security. We argue states can erect a meaningful reactive defence by defending against the 
entire set, thus sidestepping the need for exact measurements of effects.  

Because the arguments must tie the selection of activities to interests on the map, the arguments 
themselves also prescribe the antidote. If the selection is potentially harmful to the likelihood of 
an ally coming to one’s aid in a critical situation, the antidote is to improve that likelihood using 
any power resource at the states’ disposal. States can also consider what defence measures are 
already in place as well as the status of the interests in the overview. It is possible to conclude 
that no additional defence measures are required, or that a few defence measures are sufficient 
to protect against a variety of activities. 

One fundamental weakness of this approach is that it offers no guidance on how to make a 
useful selection of foreign influence activities to consider. Another weakness is that set 
generation is only as good as the overview it is based on. If, for instance, it only considers the 
outcomes of elections as important to state security, set generation will likely miss other 
important aspects, such as long-term legitimacy of elections as a democratic institution or a new 
administration. If the overview is well developed, however, set generation will help 
practitioners discover the most important aspects. 

Finally, one major benefit here is that the overview is created prior to the need for set 
generation, a lot of the analytical work required to understand the harm from foreign influence 
is done beforehand. This allows for a quicker assessment, and thus a quicker reaction. 
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5 Example of implications for defence measures: the 
creation and maintenance of purposeful narratives 

Because this report does not address the problem of using influence, it does not help 
government practitioners decide how to achieve their goals. The report makes an exception to 
discuss the creation and maintenance of purposeful narratives as possible defence measures. 
Narratives are used as a tool to shape how people understand the world around them and clearly 
also to shape peoples’ understanding of international politics. We discuss narratives because we 
think it useful to showcase what our value-based approach can mean for current practices. Note 
that we offer no evaluation of their relative importance (i.e. substantial contribution to 
protecting state security) in a given context. 

5.1 What are narratives? 

The term narrative refers to the telling of a story or a story line. The field of narrative study 
emphasizes narratives in all aspects of human interaction, with the assumption that narratives 
are an integral part of human understanding of the world around them: human beings make 
sense of the world through narratives. In this sense humans are storytelling beings – tending to 
think in terms of narratives in order to be able to interpret their surroundings and themselves 
(Fisher, 1984; Shenhav, 2005, p. 76). This means that every narrative – from an anecdote to a 
novel to the way history is being taught – shares a common grammar structuring events in a 
narrative sequence (Khoury, 2017, p. 5). Another characteristic of the narrative is that it cannot 
be all-inclusive, as this would render it meaningless: «To be meaningful, narratives must select, 
organize, and prioritize events taken from the raw, unprocessed, and potentially endless list of 
past and present events» (Khoury, 2017, p. 5). In this lies a necessary bias that is addressed 
later. A narrative is an expression of a world view – a way of thinking and reasoning resulting in 
certain perspectives and certain forms of understanding.  

It follows from the above description of narratives that they are not simply stories told by one 
entity and received by another. Narratives are constructed as much by the receiver and by the 
context in which the narrative is being told as by the teller. The receiver’s personality, history, 
background and experience influence how the story is interpreted, and thus contribute to the 
narrative. Moreover, the receiver is not necessarily just one person or one homogeneous group. 
Often, different people or groups interpret the same information differently, thus creating 
several different narratives. Fisher (1984, p. 2) pointed to these fundamental premises for 
narrative theory when he wrote that the narrative consists of symbolic words or actions «that 
have sequence and meaning for those who live, create, or interpret them». Furthermore, 
narratives are not told through verbal communication only; action, inaction, words spoken, 
words not spoken – everything that serves to communicate something related to the actor or 
conflict in question, contributes to the narrative.  

Narratives exist to people whether we create them or not, but some are wilfully constructed, 
skewed or distorted and attempted pushed on others in order to promote a certain form of 
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behaviour. We can distinguish between narratives that emerge organically as a result of an open 
dialogue, and thus are formed by all relevant parties in the influence process, narratives that are 
created by one party pushing this narrative strategically in order to win ground for this 
understanding, and lastly, narratives that are created strategically by one party in order to 
manipulate the other. In international politics – and international security politics, especially – 
states push narratives they perceive beneficial to themselves. As such, state security narratives 
are strategic in nature. 

5.2 A narrative hierarchy 

To root narratives in our value-based approach to defence, we require a vocabulary to describe 
some of the most important narratives with respect to state security. The vocabulary must 
accommodate certain requirements from this report, such as the interim discussed in section 4.1. 
Similar vocabularies, such as Nissen’s (2014, 2015, p. 47), were discarded in favour of a state-
centric adaptation inspired by Roselle et.al. (2014) whose research illustrate a hierarchy of the 
state’s narrative. 

In this report, the national narrative is the most basic, and thus at the lowest level of the 
hierarchy. It is continuous, and defined, over time, partly by the state and partly by the 
international community. It is an expression of such things as the nation’s identity, self-
understanding and view of the world around them (Khoury, 2017). Parts of the national 
narrative concern state security, and those parts are of main interest here. The state security 
narrative contains such things as what security challenges a state faces, and how it solves them. 
Due to its importance here, this report refers to that part of the national narrative as the state 
security narrative.  

In this report, there are also three non-continuous narratives: the issue narrative, dispute 
narrative, and, finally, militarised dispute narrative. They help describe the transitions from 
peace to armed conflict, and the challenges in managing narratives through them. An issue 
narrative typically occurs prior to a dispute narrative, because a dispute typically concerns a 
specific political issue over which conflict develops. Indeed, many issues between states are 
positive occurrences, or at least neutral, and do not lead to disputes at all. A militarised dispute 
narrative is required once armed forces begin to play an important part of the dispute, as well as 
if it escalates further into armed conflict. 

Figure 5.1 places the above narratives in a hierarchy. Because states maintain the national and 
state security narratives in peacetime, and the Y-axis denotes conflict intensity, these two 
narratives have been positioned below X-axis. An issue narrative inherits from these continuous 
narratives, and a dispute narrative inherits, in turn, from the issue narrative. Finally, if sufficient 
intensity levels are reached, a militarised dispute narrative inherits from the dispute narrative. 
The figure shows an example where an issue arises and escalates into a militarised dispute. In 
this case, a dispute narrative inherits from the issue narrative immediately, indicating a sharp 
escalation. Some time after, the dispute becomes militarised. The end of the conflict in this 
example is not discussed here, and thus not pictured in the figure. 
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Figure 5.1  A narrative hierarchy. 

This narrative hierarchy yields some important insights. The non-continuous narratives are 
necessarily reactive. They embody what is necessary to protect state security interests with 
respect to a specific issue. For them to exist, however, governments must detect and 
acknowledge the issue to begin with. Section 4.1 introduced the notion of an interim, where the 
target discovers conflict a while after the adversary begun it. The state security narrative is the 
only narrative in place during an interim, and thus a potential part of a proactive defence during 
the interim (provided it is shaped with likely contexts in mind).  

Figure 5.2 illustrates the above argument. It shows the narrative hierarchy of a state that is the 
target of unconventional warfare, by superimposing figure 4.1 (see section 4.1) on figure 5.1. In 
this case, conflict discovery leads to quick escalation adding an issue and dispute narrative at the 
same time, and shortly thereafter a militarised dispute narrative. During the interim, however, 
the target’s defences against harm in terms of narratives is de facto the state security narrative. 
If narratives matter to state security in low-intensity conflicts, it seems important to evolve it 
accordingly. 
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Figure 5.2  A narrative hierarchy with an interim. 

Assuming narratives are a significant and substantial part of a defence of state security from 
foreign influence, the figure highlights the importance of states’ continuous peace-time 
narratives. We therefore continue with a discussion of what our value-based approach means for 
the maintenance of purposeful narratives. 

5.3 On the maintenance of purposeful narratives 

Our value-based approach entails the state security, issue, dispute, and militarised dispute 
narratives should all serve state security interests. It means states using narratives as defence 
measures should maintain a set of purposeful narratives that addresses a curated set of interests 
with respect to a curated set of actors. The actors and interests identified through mapping state 
security essentials (see chapter 3) will help practitioners understand what narratives should seek 
to accomplish in a given context, and with respect to specific actors. 

Providing a real-world example of a grand strategic narrative built purposefully to support state 
security is beyond the scope of this report, but a rough estimate for a small, alliance dependent 
state, such as Norway, is not difficult to imagine. It would likely include such things as: 

• Domestic support for alliance-membership. 
• Domestic support for the defence spending required to maintain that framework, and, 

implicitly, the costs of relevant national armed forces. 
• Maximum likelihood of getting support from key allies in scenarios that require it, at 

the desired point in that scenario. 

Narratives exert influence, and are, essentially, offensive tools (even when used for defence). 
This report does not address how to use influence, only how to derive what states might seek to 
accomplish with narratives. An interdisciplinary effort is required to understand how to use 
influence and create or manage narratives to achieve specific state security objectives. The 
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authors are not aware of fully developed and tested concepts. For instance, there is no reason to 
assume there will always be overlap between narratives that deliver the desired effect, and those 
that are acceptable to put forth in a liberal democracy. If a state is unwilling to adopt the 
narratives that are required to achieve some state security objective, then it effectively accepts 
an inherent weakness. A decent concept for using narratives includes analyses of that sort. If 
there are alternate ways of achieving the same objective – i.e. using something other than 
narratives – states might consider doing so until a more complete understanding is in place. 

6 Summary and concluding remarks 

This report has argued Western states’ need for a well-functioning approach to defence against 
foreign influence is much greater today than it was only a decade or two ago. Present efforts 
often rest on ideas, assumptions and practices which have proven conceptually malleable and 
problematic in the past. This report therefore adopts a more fundamental perspective. It 
considers the main objective in this problem space to be enabling states and armed forces to use 
and/or defend against influence. Current ideas, assumptions and practices, such as StratCom, are 
viewed as (de facto) concepts for influence. 

In the above perspective, there exists a set of tasks that any concept for influence must offer a 
solution for (that includes opting not to solve it). Identifying these tasks is beyond the scope of 
this report and likewise creating a concept for influence. This report concerns the subject of 
defence against foreign influence. It describes an approach to three tasks that arguably belong 
on the list of tasks any concept must offer a solution to: 

• Define what constitutes harm. 
• Assess what foreign influence harms. 
• Describe the objective of defence measures. 

We have developed and described a value-based approach to these three tasks. It rests on the 
two assumptions that the purpose of defence is to protect state security, and that practitioners 
will likely not have reliable measurements of effect. The latter holds for both the effects of the 
adversary’s activities and those of practitioners’ defence measures. The report is therefore 
rooted in what state security is and how to protect it, rather than in the more common way of 
looking at an adversary’s influence activities. This in turn leads us to use a relational model of 
power as a theoretical base to structure our approach to defence. 

Our value-based approach is in a sense a method waiting to be applied to a specific case. It 
describes the work to be done, and how to do it, for states to improve their proactive and 
reactive defence against foreign influence. A combination of skills is required to apply it to a 
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specific state. Smaller sections may be parcelled out to research communities, but many will 
require hands-on from policy makers. 

6.1 Further research 

Chapter 1.2 discusses influence from a more fundamental perspective, or a different level of 
abstraction, than what is common in this field today. That level of abstraction leads directly to 
the specification of three tasks to be solved by defence, and therefore yields key information for 
comparing and testing approaches to defence against one another. Many tasks remain to be 
described, both for defence and for influence in general, and further research in this direction is 
arguably very important to the creation, testing, and further development of any concept for 
influence. Such work could lead for instance to improving or replacing StratCom. 

The authors of this report have backgrounds in military science and political science, and the 
report is heavily influenced by it. The main objective in this problem space is to enable states 
and armed forces to use and/or defend against influence, and there are likely tasks to that end 
which cannot be solved or even identified from the authors’ disciplines’ perspective. Identifying 
and solving these tasks will require knowledge integration from several fields (e.g. sociology, 
computer science, psychology, media and communications) (see also Thuv & Duistermaat, 
2019). Identifying tasks that must be solved through knowledge integration and using 
knowledge integration to identify tasks to be solved, are two interesting challenges for the field. 

Western states have struggled with foreign influence before, and many of the problems 
discussed today, including the need to look at it from a more fundamental perspective, have 
been discussed before. There are sources that point to historical problems with clear parallels 
today (see for instance Chotikul, 1986; Hartness, 1966; Robinson et al., 2018; United States 
Senate Committee on Foreign Relations, 1952). A thorough review of the history of the field 
might reveal why there has not been more progress over the past half century. The authors argue 
such a study should adopt the above type of more fundamental perspective, rather than adopt 
any specific idea for scoping (e.g. information warfare, political warfare, information operations 
and many more).  

Section 1.3 describes the importance of a clearly stated purpose of defence. This report 
considers the purpose of defence to be protecting state security, but the purpose could be 
expanded to include for instance aspects of societal security. Expanding the purpose of defence 
may lead to new requirements regarding how to describe effects. Work in this direction may 
also help solve another shortcoming in this report; the relational model of power used to 
describe effects in this report is not a perfect fit. There are interests that are either difficult or 
awkward to describe as behaviours. Stating interests should preferably be expressed as 
behaviours is an easy way out. The integrity of nation-wide elections, for instance, is obviously 
important for international relations. Defining the exact behaviours, and placing them in specific 
power relations, is both difficult and awkward, and may lead focus away from the simple fact 
that it is important other states see nation-wide elections as legitimate. 
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Section 4.3 on set generation raised the question of how influence activities should be clustered. 
This is an interesting question, and one way of looking at it could be to use a set of interests like 
those defined in this report. Activities could be clustered in terms of which are expected to be of 
most utility in achieving a given effect. 

Section 2.1 mentioned the challenge of setting reasonable requirements for the argument 
practitioners put forth to conclude foreign influence is harmful, and thus require defence 
measures. This report only broaches this topic (in chapter 4.), where no specific requirements 
are given for reactive defence (i.e. set generation). A combination of institutionalised 
knowledge and skills (e.g. practitioners’ feel for how behaviours are impacted by 
disinformation) is likely to be used during set generation. Knowledge bases could be considered 
for this, and perhaps tailored to the types of behaviours that have been defined by a given state.  

This report has looked exclusively at states, and defence for the purpose of protecting state 
security. This is a natural starting point as it forms the superstructure for military operations, but 
a similar look at defence from the armed forces’ point of view would be a natural expansion of 
this report. Armed forces’ values likely lie in their operations, which, in part, are also 
instruments in direct support of policy. 
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