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Summary

In a crisis: How can the online information environment be handled? The new tool Somulator
may contribute.

States and extreme political groups have exploited social media in subversive operations over
the past decade. This has become a serious problem for democracies. Operations occur as well
before as during armed conflicts, such as in Ukraine. The same applies to crises, such as the
covid-19 pandemic. The influence has led to general misinformation, from conspiracy theories to
personal attacks on politicians.

The development has created a need for organized training in how to handle the online
information environment in a crisis. The Norwegian Defense Research Establishment (FFI) has
developed a tool called Somulator. It can facilitate this type of training.

Somulator simulates a complete information environment in social media. It provides a realistic
training situation. Somulator uses a variety of open source web applications. It copies well-
known platforms such as Facebook, Twitter, Instagram and YouTube, as well as online news
sites. Somulator is designed to be extensible, in the sense that other social media can be added
over time. These platforms are controlled through purpose-built training tools. They facilitate the
automated distribution of large amounts of content and preparation. This is followed by the
implementation and summary of training sessions and exercises.

This report discusses the requirements and the various use cases that emerged during the
initial planning phase. Next, we examine how Somulator can be compared to other solutions.
We summarize the current features of Somulator. These sections of the report can be used by
potential users to assess whether Somulator fits their training needs.

The core of the report explains how content in social media is central to achieving the training
objectives. We provide clear examples of how to develop and distribute content for simple and
advanced training cases. The general workflow of a Somulator training session is explained,
and the various stages of development, production and distribution are discussed. The report
also describes the roles of participants and exercise supervisors (Excon) when it comes to
access to and use of Somulator. The report concludes with a complete user manual for the
Excon module.

Somulator is available to the Norwegian Total Defence as a service.
The Somulator source code is available to NATO and our Allied Partners upon request.
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Sammendrag

| en krisesituasjon: Hvordan kan informasjonsmiljget pa nettet handteres? Det nye verktayet
Somulator er et bidrag.

Bade stater og ekstreme politiske grupper har utnyttet sosiale medier i pavirkningsoperasjoner
det siste tiaret. Dette er blitt et alvorlig problem for demokratier. Pavirkning skjer bade i forkant
av og under veepnede konflikter, som i Ukraina. Det samme gjelder under kriser, som covid-19-
pandemien. Pavirkningen har fert til generell feilinformasjon, fra konspirasjonsteorier til
personangrep pa politikere.

Utviklingen har skapt et behov for organisert oppleering i hvordan en handterer informasjons-
miljget pa nettet i en krisesituasjon. Forsvarets forskningsinstitutt (FFI) har utarbeidet et verktay
kalt Somulator. Det skal legge til rette for denne typen opplaering.

Somulator simulerer et komplett informasjonsmilja i sosiale medier. Det legger vekt pa a gi en
realistisk oppleeringssituasjon. Somulator bruker en rekke nettapplikasjoner med apen kilde-
kode. Det kopierer kjente plattformer som Facebook, Twitter, Instagram og YouTube, samt
nyhetssider pa nettet. Somulator er designet for & kunne utvides, slik at flere sosiale medier kan
legges til etter hvert. Disse plattformene styres gjennom spesialbygde opplaeringsverktgy. De
legger til rette for automatisert distribusjon av store mengder innhold og forberedelse. Deretter
falger gjennomfgring og oppsummering av opplaeringsgkter og gvelser.

Denne rapporten diskuterer kravene og de ulike brukstilfellene som dukket opp i den innledende
planleggingsfasen. Deretter undersgker vi hvordan Somulator kan sammenlignes med andre
lzsninger. De naveerende funksjonene i Somulator oppsummeres. Disse avsnittene i rapporten
kan brukes av potensielle brukere, for & vurdere om Somulator passer til deres oppleerings-
behov.

Kjernen i rapporten forklarer hvordan innhold i sosiale medier er sentralt for & na opplaerings-
malene. Vi gir klare eksempler pa hvordan man kan utvikle og distribuere innhold for enkle og
avanserte oppleeringstilfeller. Den generelle arbeidsflyten i en Somulator-oppleeringsokt
forklares, og de ulike stadiene i utvikling, produksjon og distribusjon diskuteres. Rapporten
beskriver ogsa rollene til deltakere og gvingsansvarlige (Excon) nér det gjelder tilgang til og
bruk av Somulator. Rapporten avsluttes med en komplett brukerhandbok for Excon-modulen.

Somulator er tilgjengelig for Totalforsvaret som en tjeneste.
Kildekoden til Somulator er tilgjengelig for NATO og vare allierte partnere pd forespgrsel.
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Preface
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1 Introduction?

Recent years have shown an increase in the use of social media and other online information
channels to try to influence people without them being aware of who is behind such influence
operations. Such propaganda and disinformation tactics have been used by states as well as
fringe political groups. It has become increasingly clear that this is a problem for the overall
security of democracies, in particular during the handling of a crisis, as we saw during the recent
Covid-19 pandemic.

To improve our handling of such influence efforts we need to train in a supportive yet
convincing environment. Somulator (an abbreviation for Social Media simulator) mimics
mainstream social media platforms to provide a realistic training experience, following the
“train as you fight” concept. In Somulator, one can safely share custom created content to
emulate propaganda, influence efforts, disinformation and general misinformation as
experienced in real-world social media.

1.1 Audience

This report is intended for those who need to provide, or are interested in exploring, the use of
the Somulator training tool to strengthen the defence against, or mitigating the impact of
influence attempts, through training. Typical users include those whose work is sensitive to
online misinformation, disinformation or propaganda. This includes defence personnel,
journalists, personnel in local or state governmental positions who have to handle crises issues,
educators and defence personnel.

1.2 Structure

This report has two parts. The first, in chapters 1 to 4, is aimed at those who require an overall
understanding of how social media training can be useful and how it can be done through
Somulator. Chapter 4 bridges the strategic and practical part of this report. Readers who will
handle the practical aspects of social media training can therefore focus on chapters 4 to 8.

The current chapter will define terms used in this report before it discusses the background for
social media based influence efforts and how social media differs from other types of media
training. In chapter 2 the background to and current state of Somulator will be examined,
followed by a summary of features and possible use cases that will also highlight the flexibility
of the Somulator tool in chapter 3.

! The introduction in chapter 2 and chapter 3.3 has previously been published in «Somulator: An information training
environment to train as you Tweet» (Bergh, 2022).
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Chapter 4 takes the reader through a high-level workflow that shows the relationship between
narratives, content and distribution channels on the one hand and Excon staff, administrators
and users of Somulator on the other.

Chapter 6 provides information on how to access Somulator and chapter 7 briefly explains how
training participants will use the Somulator social media platform clones (see definition in
chapter 1.3). Chapter 7 is a complete manual for those who will administer social media
training.

1.3 Definitions

Training is used as an overarching term for several different activities. In this document it
refers to individual/group based training (for example, a workshop), more focused educational
settings such as regular classes and larger (total) defence type exercises where previous training
may be tested.

Exercise controllers (Excon for short) refers to personnel controlling Somulator during the
training (according to an overall plan). Other terms for this are white cell, White Team (WT),
DISTAFF or gaming staff.

Web application (or service) refers to software accessed through a web browser, similar to
how Google mail works for instance.

Clone/Social media clone is used to denote a web application that copies features of a
mainstream social media platform, for instance Twitter.

Participant is a person who participates in the training. In the context of Somulator, this person
will have access to an account created for or by them on one or more of Somulator's four social

media clones (see Content below). They will also have access to one or more news sites if they
have been set up. In a military context this is often referred to as Blue Team (BT).

Content is the term used for news articles and social media posts that are created for use in a
training situation. A post can be anything from a tweet in a few words for use in the Twitter
clone (see Clone above), to a longer article with videos for the Somulator news module.

An account (also known as a profile) is used in regular social media to log in to a service and
then post content and interact with other users, for example by liking other users’ posts. Actors
who engage in influence operations often create fake profiles to reinforce a message, either by
providing many likes/forwards of posts or by providing the profile with characteristics and
expertise that will appeal to the target audience.

In Somulator, there are two types of accounts, although to the participants they are

indistinguishable. The first type is the accounts used by participants to log in to one of
Somulator’s social media clones, simply referred to as “accounts” in this document. Participants
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use these accounts just as they would do on regular social media platforms like Twitter. These
accounts would typically connect (by following, being a friend, subscribing, etc.) to a second
type of account that is instrumental to the use of Somulator.

The other account type is created and controlled by the Excon staff. For clarity, they are referred
to as distribution channels in this document. These channels represent the “Red Team” in a
military context, in other words the enemy. For instance if an account called
“Extremist_Supporter 99” was created on the YouTube clone (see Clone below) to post videos
glorifying terrorism, then this would be one such distribution channel. A newspaper emulating a
state controlled propaganda outlet would be another distribution channel. Distribution channels
are used to post content made for participants to read during the training, while the participants
use accounts to access and post content in the social media clones, including content from the
distribution channels.

Propaganda, disinformation, misinformation, information operation and influence operation:
These terms are often used interchangeably. In this report, propaganda refers to biased
information used to propagate a particular view. Disinformation is information know to be
false by the actor spreading it whereas misinformation is false information believed to be true.

An influence operation is a clearly defined effort to influence people or groups through
propaganda which in turn may consist of both dis- and misinformation. Information operation is
a broader term that is not used in this document.

Algorithm: An algorithm, in computer terms, is a process for solving a (often repeated)
problem, following fixed steps. To detect spam email, for example, a number of different
algorithms are applied. The term has become known to the general public in relation to
algorithms that make recommendations on social media, such as selecting news they think you
will spend time reading based on previously read stories.

Extendibility is the ability to enhance software with additional features. It is used in this report
when discussing the open nature of a web application, indicating that it is not a static element,
but can be enhanced with further functionality.

Finally, the expression Excon tools will be used about the web application developed by the
Norwegian Defence Research Establishment that Excon staff use to manage Somulator training
sessions. This covers tasks such as adding accounts and distribution channels or posting content
to the different social media clones through the distribution channels that have been set up.
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2 Needs assessment

Prior to developing Somulator, FFI undertook an assessment of the requirements for a social
media training tool. This process looked into whether social media training was required at all
and if so, how such training would differ from other forms of training. It then examined existing
solutions before discussing a possible solution with potential users to learn more about their
requirements.

21 Why do we need social media training?

The spread of dis- and misinformation through social media during crises has risen dramatically
in the past decade. For example, YouTube has repeatedly promoted conspiracy theories in the
aftermath of mass shootings in the USA (Warzel, 2017). In the same period, non-democratic
states’ use of social media to spread propaganda and disinformation has changed from being an
intelligence or communications matter to a societal issue that can affect a range of actors who
handle a crisis. For instance, during the Covid-19 pandemic nurses had to handle patients who
believed false information that was spread, claiming Covid-19 vaccines were dangerous (Cohen,
2020). These sorts of falsehoods can affect many actors within the Norwegian Total Defence
sector. The armed forces as well as hospitals, lawmakers, police and a range of other
organisations can be impacted. Furthermore, social media is now deeply embedded in our daily
lives. Ignoring what happens there is not really an option. For many groups the need for training
on how to understand and handle “information events” on social media is now a requirement
and not an optional extra.

2.2 What is unique about social media training

Misinformation, disinformation and propaganda through social media has the potential to affect
anyone’s situational awareness during a crisis. Unlike other media in the past, there are no
central ways of stopping the flow of information, nor is there any meaningful vetting of
information that cannot be easily circumvented. Those who are tasked with handling a crisis
need to prepare so they are better able to distinguish between what is important or not and what
is right or wrong in the vast and never ending stream of social media posts. These skills should
help them counter the effects of dis- or misinformation spread through social media. The exact
nature of these skills will vary depending on the tasks they perform, however such skills need to
be acquired through training before a crisis occurs.

It is possible to create social media accounts on real social media platforms without costs, and
use them for training. However, this would immediately run into a number of issues. Firstly,
many social media platforms such as Twitter show uploaded content to everyone. This would
restrict one’s ability to train freely on sensitive scenarios. The ability to fail and learn in a safe
environment is important. The use of fake accounts is also prohibited by most social media
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platform’s terms of use. This approach would therefore have to break platform rules and face
the likelihood of losing the accounts created and the content used if the social media platforms
discover this use. Facebook alone deletes several billion fake accounts per year (Leprince-
Ringuet, 2020). To use the real “location” for training, as one can do with other types of crisis
training, is therefore out of the question.

An alternative could simply be to describe a scenario, such as “Fake news about an impending
attack by a terrorist group is spread through Twitter”. Although this approach is often used in
high-level war-gaming this would leave a lot to be desired when training practitioners. In some
ways it would be akin to practice gun handling and target practice through notes — social media
content is chaotic and overwhelming. Using a more realistic setting can contribute to a better
understating of the issues at stake when participating in training.

An intermediate solution is to use simplified and/or gamified® versions of social media. This has
been done several times to teach media literacy and help people spot disinformation (Maekawa
et al., 2021; Roozenbeek & van der Linden, 2019). This approach can be very useful for simpler
educational purposes, such as teaching about fake news or research that isolates one particular
element of social media behaviour. However, given the complexities of real life social media,
this approach may remove functionality that play an important role in propagating rumours for
instance.

Given these considerations, Somulator was developed to provide full social media simulation
capabilities. The next chapter will explain in detail what Somulator is, and what it provides.

2.3 Lessons learned from other solutions

The impetus to develop Somulator came from the use of a simpler social media simulation in
the large-scale NATO exercises Trident Juncture 2015 and 2018 (Paxton, 2018; Tomlin, 2016)
as well as several simpler social media simulations used in research as mentioned above. An
evaluation of these tools showed that they did not fulfil the requirements for a realistic social
media simulation discussed in chapters 2.1 and 2.2. However, to start from scratch and duplicate
even a subset of a single social media platform’s features would be costly and require ongoing
development to fix bugs and add features. Furthermore, emulating just a single platform is not
necessarily useful. Different platforms have different affordances that affect how we perceive
and spread information (Bergh, 2019, p. 17). Providing Facebook training does not necessarily
help someone to handle a so-called Twitterstorm.

These factors led to the decision to use open-source software that had been developed as
alternatives to different commercial social media platforms. Open-source solutions were
selected because it allows modifications of the software. This ensured that Somulator would fit
the identified training needs.

2 Gamification of something is to take a real life object and give rewards when something is done correctly, as in a
computer game. For instance showing fake and non-fake news and give the user points for not forwarding fake news.
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24 Input from potential users and core goals that emerged?

The decision to utilise existing open-source software that has been tested and is continuously
developed was followed by an analysis of what customisations was required to turn these
separate applications into a coherent training platform. As a part of this analysis Somulator was
discussed with different potential stakeholders. These included experienced, regional organisers
of media training, staff at NATO’s Joint Warfare Centre, workshop and exercise organisers at
national public bodies in Norway, staff at the Norwegian Cyber Defence and fellow FFI
researchers.

Based on these discussions the following key requirements emerged for different types of users:

24.1 For trainers or training event organisers

2.4.1.1  Low threshold for use

FFliosansimie  PREPARE THE SOCIAL MEDIA SIMULATOR

Norwegian Defence Research Establishment

Fill inn all fields and go to the next step

D€

Password Services

Select services to use: Step2-6

The social media simulator have several different services available. Please select the ones you want to use for
your exercise/training purposes.

@D simulate Newspaper
Simulate Facebook

@D simulate Twitter
Simulate Instagram

@D simulate YouTube

Inject Service

Figure 2.1 Second of the five steps when deploying Somulator.

The type of training discussed here is often done by subject specialists that does not necessarily
have in-depth IT expertise. A simple method to start using Somulator was therefore required.
This requirement was handled by developing an automated means of deploying of Somulator
after asking just three questions through a regular web page (Figure 2.1). Somulator is thus
what is known as “software as a service”. The ease with which Somulator can be deployed

3 This section has previously been published in the NATO report Mitigating and Responding to Cognitive Warfare
(Masakowski & Blatny, 2022, p. 11.1-11.7)
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means that once a training session is completed Somulator can be deleted without worrying
about the cost of deploying it again. With no start-up cost there is no need to pay to keep
services and servers running when they are not used.

2.4.1.2  Easy to organise training

Informants with practical training experience highlighted the workload involved in setting up
tools for participants to use, typically by creating accounts and emailing login information
before the training event. To handle this the web-based Excon tool was developed for
Somulator. This facilitates, among other things, automated account creation. The Excon module
is discussed in detail in chapters 3.2 and 7.

2.4.1.3 Content control

Finally, trainers needed simple and efficient means by which to control how and when content is
published through the different social media clones. It is the content that facilitates learning.
Content publishing is therefore controlled in such a way that it can tie in with an overarching
scenario. This can be done manually, by automatic means or a combination thereof.

Filter by
Target Topic Sub-topic Sentiment Profile name
v Terrorism v v v v
Hide posted
Show 25 v entries Search...
[ Target Title Content Status Topic Sub-topic True? Sentim(
O Twitter Damn good idea! Ron Ramsey wants to ban immigrants from countries that foster Terrorism
terrorism https://t.co/ZCvxNZWzJ3 https://t.co/eVhzn7RaCz
O Twitter San Bernardino Shooter Visited 11 School Cafeterias https://t.co/8fZXpbfZhW Terrorism
#terrorism #ISIS https://t.co/dJHAsOVZrV
O Twitter #Ramadan celebration continues in #Bangladesh! Muslim terrorist attacked on Terrorism
restaurant chanting 'Allahu Akbar'! https://t.co/MwOtLjIBL8
[0 Twitter Mother of the Muslim terrorist who killed innocent Israeli girl: "My son is hero. He Terrorism
made me proud" https://t.co/FqLINDGg0G
O Twitter Rudy Giuliani: "Radical Islamic terrorism is a threat to all of us.” https://t.co Terrorism
/VPIHD7gBAd

Figure 2.2 Prepared content ready for deployment in Somulator.

Somulator’s Excon module facilitates the uploading and distribution of content through the
different social media clones that have been deployed. The main purpose of this tool is 1) to be
able to spread large amounts of content in a short time, as one experiences it on real social
media and 2) choose clones and distribution channels used for different types of posts. The latter
is used because different distribution channels have different characteristics that can change
participants' perception of the content being shared. A profile claiming to be a retired general
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may seem more authoritative on military matters than a homemaker’s profile. Real influence
campaigns operate in the same way by developing different false profiles (Yates, 2019).

2.4.2 For researchers

Somulator is also a tool for researchers to learn more about how influence operations through
social media work, and through this research contribute to the development of new training
approaches. The features discussed above make it considerably easier to organise casual
experiments for different groups that require customised setups. This makes it easier to test
ideas with different scenarios/groups.

In addition, if the participants have used the social media clones not only to read content, but
also to interact by sharing and liking posts, etc. it is possible to extract the data from an
experiment to analyse in retrospect. This way one could for instance examine how many times
posts with fake news was shared compared to posts with truthful information.

2.4.3 For organisation

Finally, organisations tasked with handling crises have some overarching requirements.
Although not clearly spelled out, they emerged during conversations with stakeholders that
represented different total defence actors.

Firstly, it would be very costly if a training tool in such a dynamic arena as social media was
static. The ability to modify the software is therefore of paramount importance. Somulator is
extendable as it uses open-source software that can be changed to suit particular needs.
Furthermore, these applications are actively developed by a large community of developers that
add features over time, keeping the functionality up to date. The open nature of the underlying
social media platforms also means that any custom enhancements that are implemented in the
Excon tools can be shared with other organisations.

Secondly, training tools that can be shared with other organisations are beneficial in terms of
lower costs and because the pool of personnel who know the software expands. Interoperability
is a key feature to achieve this, and all the social media clones used in Somulator implement the
ActivityPub protocol (Webber et al., 2018). This allows two different organisations using for
example Mastodon (the Twitter clone), to connect these via the Internet if they do joint training
at some point. The organisation could be two different defence educational outfits or even
armed forces from two different NATO member states.

16 FFI-RAPPORT 23/00493



3 Somulator features and use cases

31 Features summary

Somulator is composed of five individual web applications that each clone a real life social
media platform or news site. These web applications have been integrated to provide a complete
social media training environment through the Excon module. This software module was
developed by FFI to allow a single person or a small team to control the different social media
clones and news sites from a custom, easy to use interface. The list below shows the platforms
that are cloned with the real name of the web application in parentheses:

e Facebook clone (Friendica)

e Twitter clone (Mastodon, see screenshot with training content below)
e Instagram clone (Pixelfed)

e YouTube clone (Peertube)

e General news website (Drupal)

These web applications will be referred to as Facebook clone, Twitter clone, etc. throughout,
except when discussing issues specific to the clone software.

All the above web applications are all available under an open source license. This means that
one does not necessarily have to use these applications as they are, they can be freely modified
to fit different needs.

Sok # Hjem =

£ Fremhevd av Min profile

@sweden Profile

r P
Rediger profil v E Lucas Pettersen (@Lucas03Pettersen @ 4. aug

innen 2060 vil den globale temperaturen stige med 5 grader om vi
fortsetter slik vi gjor det i dag

— o 85 %

Leo Karlsen @LecKarlsen @ 4. aug.
‘gJ Folk som mener at VI i byen forurenser mer enn de pa landet er helt

IDIOTER, vi i byene har faktisk en av de minste utslippene i hele Norge
XXEO ow 500
o 95 w

I Leo Karlsen @LeoKarlsen @ 4. aug.

Figure 3.1 Mastodon, an open source Twitter clone.

3.2 The Excon module: Controlling the social media training

The Excon module was developed to handle tasks that typically require IT experts, either from
an internal IT department or through external consultants. These tasks include:
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An easy-to-use installation process. It only takes a few minutes to start using Somulator by
selecting which social media clones you want to use and provide a URL for your training tools.
A few minutes later Somulator is accessible in a web browser.

Support for managing the practical aspects of training session. This includes adding unlimited
users with a mouse click or uploading content to use in a training session.

Posting social media content through selected social media profiles (i.e. distribution channels)
according to learning goals and an eventual scenario.

These Excon features lower the threshold for casual use in training sessions by focusing on
simplicity. Below is a screenshot of the home page for the Excon management module.

Somulator Exercise Control  Sessions Participants Channels Content Deploy

Welcome to Somulator Exercise Control
Somulator Exercise Control is useful for (bulk) inserting content to
different services.

Start by downloading and adding your content to this excel
spreadsheet
and upload the file from the Upload menu

Add user credentials for posting to different services using the
Accounts menu.
Service overview

Services are protected from public access using somulator user.
Here is an overview over all services with links” to the admin page.

Name Role Admin User Link

Drupal News admin Home page
Mastodon  Twitter arildjmail@gmailcom  Home page
Pixelfed  Instagram arildjmail@gmailcom  Admin page
Friendica  Facebook admin Admin page

Peertube  Youtube arildjmail@gmailcom  Admin page

* Alllinks include authentication (credentials)

Somulator implementation developed by Norwegian Defence Research Institute (FFl) 2022

Figure 3.2 Somulator’s Excon module, front page with menu at the top and links to individual
social media clones.

33 Use cases

As mentioned, Somulator can be used both as a fully functional training tool and for research. In
the latter case, it can be used interactively to test out ideas and research how to develop better
training in the social media/disinformation field. It can also be used for general social media
research, for instance to see how well fake news is detected in different social groups.

In terms of training, as Somulator is a tool and not a specific method, it is flexible enough to be
used in a variety of training situations. In a large scale crisis exercise it could be used over
several days by anyone from media staff to operational planners to front line staff. Such an
approach could, for instance, help to highlight issues relating to dialogue between the
operational and tactical level in response to online dis- and misinformation. On the other hand,
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it could also be used in a small half-day workshop for media staff to learn how to monitor and
handle targeted disinformation.

Training and research can also be combined by collecting social media data from an actual
training session. This would entail analysing posts that were read and participants’ responses to
them as well as posts by participants. One could then use the findings for research or
retrospective discussions to improve learning outcomes further. It is beyond the scope of this
report to discuss this in detail, however the reference section lists several relevant papers and
articles on this topic.

Whether it is for training or research, Somulator can be used with smaller or larger groups, on
its own or as part of a larger exercise.

34 Current state and extendibility

At the time of writing Somulator is a fully functional solution providing the features described
in this report. Somulator can be extended on different levels with matching levels of IT
expertise required. The implication of this is that using Somulator need not be a static,
unchanging experience. As an organisation develops its skill set and expand the scope of their
training, Somulator can be enhanced to take on new roles.

See Appendix E for more information on how to extend Somulator.
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4 Operationalising training goals through social
media content

Whether Somulator is used for simple or advanced training, the key issue is that social media
affects people through exposure to information. Social media information can be the content of
posts (e.g. something that angers or pleases a person) or meta-information (for instance how
many likes a post got). This has to be considered when planning a training or research session.
As mentioned above, Somulator is a tool to be used in training, and not a training method. Thus,
many skills can be developed using Somulator.

This section examines how Somulator can be used to simulate online influence activities. It also
summarise issues that arise when using a training environment in comparison to real life social
media. This is done by discussing a simplified model of how real life influence efforts use social
media and how the different steps of the model can be emulated in Somulator. Two use cases of
social media simulation are discussed. One is a simple training session for a homogeneous
group of participants; the other is an advanced case that uses a broader international politics
scenario that could involve a range of actors in the training session.

4.1 Model and training cases

4.1.1 Simplified model of real life influence operation

(10) 3]

Misinfo, organic Result

- create content
= post content in own profile

[12) 2] o o

Disinfo, intervention Triggerresources Technological Social media practises
- create content « distrust authorities affordances - like

« develop distribution channels - enjoy hurting others + algorithmic selection + comment

+ postcontent « support narrative «+ share

- instantspred
- pseudonymity
+ global reach

+ promote content
0 viase™
Viral s®

Figure 4.1 Social media influence operation model (from Bergh, 2020) (Infographic:
FFI/Grete Foss Alvestad).

The model above is a synthesis of common approaches to online influence operation. It shows
how deliberate disinformation and random misinformation enters into a loop of information
distribution that combine user interactions and behaviours with technical facilities to spread
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information to a large audience. Each of the steps will be explored below and the use of
Somulator to emulate the step will be explained for the simple and advanced training cases.

4.1.1.1  Basic training use case

Target group: Emergency services staff.
Aim: Learn how to handle misinformation connected to specific crisis events.

Situation explored: A terrorist attack has occurred. For a few hours afterwards, misinformation
causes panic and makes the work of the emergency services more difficult.

4.1.1.2  Advanced training use case’

Target group: Decision makers from different government departments and defence.

Aim: Learn how long term influence operations try to affect decision making in democracies.

Situation explored: A large, autocratic country, Brutopia, wishes to influence the national
election in a small, neighbouring country, Cardamommia. If the vote changes in just two
electoral wards this will tip the balance of power from party X to party Y, a party that wants to
cancel existing sanctions affecting Brutopia.

4.1.2 Step 1: Information enters the social media clones

Dis- and misinformation can both cause problems. The key difference in the model above is
whether it is planned or not. Information emerging from 1a will support the underlying goals of
the influencing actor, matched to fit relevant target groups. This can be spread through paid
influencers, adverts or fake social media profiles. If the problematic information is
misinformation (1b), rumours or similar it is typically posted (or shared/liked) through one’s
own, genuine social media account.

4.1.2.1  Basic training use case

For basic training, one can create content relating to a few topics that exemplify typical rumours
in a crisis situation and deliver this through a single social media clone. For example, the news
site module could be used to publish news articles reporting on Twitter rumours. Or, if one
wants to research the ability of participants to detect fake news, the Twitter clone can be used to
deploy a few hundred tweets on relevant topics to test the participants. Either way, only parts of
Somulator would be used and the content would be limited in scope. The content could focus on
misinformation with some disinformation included, as even small, local events are sometimes
used by external actors to spread false information (Evon & Mikkelson, 2017).

4 The election scenario is used in this report because it is a well-known type of influence operation. However,
Somulator can be used equally well for any imaginable scenario that involves manipulation through social media.
More advanced training may be done stand alone or in conjunction with a larger exercise.
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4.1.2.2  Advanced training use case

In the case of a more advanced training / exercise, it is useful to develop social media posts for
different platforms that support the overall aims of the scenario. For the election scenario
outlined above this content gives some examples of how training can be done in Somulator:

24 to 12 months before the election, content that point out that Cardamommia suffer more than
Brutopia from the sanctions are posted and promoted on the two most popular social media
platforms in Cardamommia. They are posted in business and labour related online groups
through a range of accounts that claim to belong to international business people and left-wing
activists.

Brutopian controlled news sites feature interviews with Party Y representatives, inflating their
importance and hailing them as opener of doors for business opportunities in Brutopia.

Several YouTube videos show up a few months before the election. They claim to document
children suffering from hunger in Brutopia because of the sanctions. The videos are posted
through official Brutopian news channels but are widely shared through comments to videos
from human rights channels and referenced in tweets from bot accounts.

A few weeks before the election, conspiracy theories occur on private Facebook groups
claiming that the leader of party X is personally benefitting from the sanctions and that he is
secretly paid by one of Brutopia’s adversaries. The claims are repeated across many social
media platforms by different groups that are anti-authority or conspiracy oriented.

Two days before the election, e-mails are leaked through a Twitter account. It is claimed that
they come from a hacked email account belonging to the local leaders of party X in one of the
two wards Brutopia try to affect. They show that Party X will close down an important local
factory if they are re-elected.

The above summary exemplify how the social media aspect of a scenario is expressed through
content that seeks to affect people without openly saying what it tries to achieve. The underlying
narratives focus on the fact that innocent groups, such as businesses in Cardamommia and
children in Brutopia, suffer from the sanctions.

4.1.3 Step 2: Information gains attention

Disinformation depends on triggering an interest in the groups being targeted in step 2. Without
interest, no attention, without attention, no influence. Step 1a must therefore consider what
topics and narratives would trigger interest when creating content that aligns with these triggers.
During training, this step is concerned with matching content with the roles participants’ take on
in the training (see chapter 5.3 for more on roles in social media training). Content created in the
previous step is sent out through different distribution channels that the participants access
through standard social media tools such as subscriptions or sharing links.
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Participant A Participant B
(Twitter) (Facebook)

Screenshot: The New York Times

Figure 4.2  Excon staff manages the deployment of content so it supports the aims of the
training. Somulator allows a single staffer to control a large number of accounts
that are used as distribution channels. (Infographic: FFI/Grete Foss Alvestad)

4.1.3.1  Basic training use case

Somulator content can be sent out manually one post at a time or in batches, or automatically
according to a schedule (see chapters 5.3 and 8.3). For the basic training scenario outlined above
either method could be used. The main issue here is to brief the participants on the scenario and
their roles so they can interpret appropriately to the content that is shared. As only one social
media platform is used, it will be relatively simple for participants to follow the flow of
information.

4.1.3.2  Advanced training use case

For the advanced training, automatic sharing of content is most realistic. This can be paused and
restarted if there are delays or other issues during the training session. As multiple distribution
channels will be used, it is important to connect different participants to relevant (and not
necessarily all) profiles that will be used to distribute content. Again, there needs to be a clear
connection between the participants training roles and the content they see.

4.1.4 Step 3 and 4: Social media users interact with information

In step 3 the first aim, online consumption of the information is achieved. Step 4 encapsulates
the half-automatic actions that users do when using social media, such as sharing or liking a
post. This contributes to a further spread of information from the influence operations.

4.1.4.1  Basic training & Advanced training use cases

These steps would be done by participants using the facilities provided by the social media
clones. This could take the form of comments on news stories or the sharing of tweets. Whether
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this is actually done is up to the training organisers and should consider the aims of the training.
For instance, training organisers could encourage sharing of tweets based on how truthful they
seem to the participants. Afterwards one could discuss how the participants evaluated the
content of tweets.

4.1.5 Step 5 and 6: Information is spread widely

Dis- and misinformation content quickly become part of the general online information flow,
and if the influencing actor is lucky, the content will “go viral”, that is, it will spread rapidly by
being shared fast and often (step 5). It is this automated and rapid spread that makes social
media a game changer for influence efforts compared to earlier efforts (Bergh, 2023). On a real-
life social media platform the spread of content is done by the large user mass in conjunction
with the underlying social media technologies in step 6. Algorithms that match user interests
with content is the primary culprit here.

However, the social media clones used in Somulator will work differently and typically eschew
the algorithmic selection approach altogether and present information chronologically. In a
training session there would not be a sufficient number of users using the social media for a
long enough time to generate the amount of content required for such algorithms to work
properly. See chapter 5.3 for a detailed discussion on this issue.

4.1.5.1  Basic training use case
In a simple training session this aspect can usually be ignored.
4.1.5.2  Advanced training use case

Step 6 has to be replaced with manual approaches when using Somulator (chapter 5.3).

When using Somulator for advanced training this is typically handled in three stages:
development, production and deployment. The different stages and the tasks they involve are
discussed in detail in the next chapter.

24 FFI-RAPPORT 23/00493



5 Somulator workflow: Development, production
and deployment

The workflow described here is mostly relevant to the type of advanced use cases described in
chapter 4.

O DEVELOPMENT Overa!l Malp Distribution
N scenario narratives channels
i PRODUCTION Create Create
/ content channels
Upload Match content Post
@ DEFLOYMENT content w/ channels content

Figure 5.1  Overview over Somulator tasks. (Infographic: FFI/Grete Foss Alvestad)

5.1 Development: Operationalising a scenario through topics and
distribution channels

Development tasks are concerned with planning for the training in terms of overarching
scenarios and the narratives and distribution channels that best fulfil the learning needs of the
participants. This will often be as part of a bigger training/exercise package. A training scenario
typically furnishes the background to an imagined situation and describes a series of events
leading up to the situation that the training session will simulate. The background usually
provides a rationale for why one or more actors undertake certain actions i.e. what goals they
want to achieve. The events described in a scenario tend to focus on actions the actors undertake
that are related to the goals they want to achieve and events related to this, such as reactions by
other parties. When planning social media training it is therefore useful to refer back to the
model in chapter 4.1.1 above and base social media actions in the training on this model.

In the development phase one must therefore consider what message formats (short texts, news
articles, videos, etc.) and content would support the overall scenario at different points in the
scenario. Whether social media events and content should only be used in the actual training or
also integrated in the scenario description is also something to consider. Furthermore, one has to
plan what distribution channels (such as online newspapers, social media accounts, YouTube
channels and so on) that the content will be distributed through. The advanced training case
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explained in chapter 4 gave an example of how this would be done for an election manipulation
scenario.

5.2 Production: Create relevant content and accounts to support scenario
events

Production tasks handle the actual creation of content and content distribution channels.
Distribution channels can be accounts that are created on a social media clone or a dummy,
online news site. Once the development stage has provided an outline of how social media will
be used in the training scenario, then the production tasks relating to Somulator will create
actual content and describe the channels that the content will be distributed through. Referring
back to the model in chapter 4.1 it must be remembered that content needs to (try to) trigger
some reaction in the audience. Content should therefore be aligned with the overall scenario and
the training goals for the current group of participants.

See chapter 8.3 for practical information on how to do this.

5.3 Deployment: Briefing + content + channels + timing

Deployment tasks manage the practical aspects of running Somulator during the training event.
These are primarily concerned with sending out prepared content on a certain topic at a time that
fits in with the aims and/or overall scenario of training sessions, using relevant social media
clones, profiles and newspapers.

The social media clones used in Somulator do not have the vast data trove and the machine
learning tools used by commercial social media platforms to analyse uploaded content and
users’ interests to show content that is deemed to be of interest to the individual user. These
algorithms are manipulated when influence operations occur (Bergh, 2020, p. 17). Furthermore,
the participants will use social media accounts that are created only for training purposes
without any previous data. Unless this is factored in to the training session the outcome might
not be very useful to the participants. These two problems can be solved with the following
approaches.

Firstly, during the development, production and deployment stages the Excon staff need to be
fully aware of how propaganda, dis- and misinformation is spread on real social media and how
training that use Somulator should reflect this. This is discussed in some detail in chapter 4. In
short we can say that relevant content deployed through appropriate distribution channels at a
suitable time (according to the overall training session) are important to improve the learning
outcome. Overall, it is the task of Excon staff to replace algorithms.

The practical steps to do this is detailed in chapter 8.4.
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Secondly, a good pre-training briefing is very
important, as others have discussed with
regard to cyber security training for instance
(Brilingaité et al., 2020). The generic timeline

for an exercise shown in Figure 5.1 is based on

this framework and can be a useful training
approach. Here it is important to explain what
the purpose of the training is, and what roles
the participants take on. A pilot workshop
using Somulator resulted in complaints from
the participants who felt that the content they
saw were irrelevant to them as it dealt with
issues they normally would ignore. Thus they
were at a loss on how to evaluate the content
for the purposes of the workshop.

One way of solving this may be to provide
different content; in that case one must do a
preliminary survey to see what narratives and
topics participants are interested in. However,

it may be easier to explain clearly what type of

person, what role, they should play in the

training. A workshop for communications staff

on how to deal with conspiracy theories for
instance, would be hard pressed to come up
with conspiracies that felt “right” for that
particular audience. However, a good briefing
that explains the type of content to expect and
what type of person one should represent
would go a long way toward improving the
outcome.
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6 User manual: Somulator access

Somulator is made up of six modules: Four social media platform clones, one news site module
(which can be used to create multiple different news sites) and the Excon module that provide
tools for the Excon staff. Below is an explanation on how to access and log in to different parts
of Somulator.

6.1 Training participants’ access to social media clones

Each of the different modules are accessible through a separate URL that are sub-domains of a

main URL. This means that it is only the first part of the URL that is different for each module.
In the explanations below, my-domain.org is used as the main domain. When using Somulator
this will be replaced by the domain specified during the setup of Somulator.

The URLSs to access Somulator are as follows (the icon for the sites are shown before the URL):

https://my-domain.org (Participants’ start page)

https://news.my-domain.org (News site)
https://fb.my-domain.org (Facebook clone)

https://tw.my-domain.org (Twitter clone)

BEER

https://ig.my-domain.org (Instagram clone)
https://yt.my-domain.org (YouTube clone)
6.1.1 First access and account creation

When participants first access Somulator they will be asked to provide a single, shared login
name/password to stop casual Internet users (who are not part of the training) from accessing
the training sites. Participants must be informed of the URL to the landing page and user-
names/passwords before the training/exercise starts, otherwise they will not have access to
Somulator (Appendix D).

Participants can create their own Somulator accounts on the landing page shown in Figure 6.1,

this is done by clicking the create accounts button. The user name and password is created
automatically. The account creation may take some time if many users start at the same time.
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Welcome to SoMulator

You can now create an account in Somulator by clicking the button below

Join »

Figure 6.1 Somulator landing page for participants.

When the accounts are created the participants can access the different social media clones by
following the links provided (Figure 6.2)

What's next?

User(s) have been created. Visit the platforms listed below. If you are not

automatically logged in, use the generated username / email and password to login.

Username: somulator_default_wide_eyed
Email: somulator_default_wide_eyed@ffi-dev.dyn.ncr.nthu.no
Password: meatytugboat759

Figure 6.2  Somulator login information and links after accounts have been created.

6.2 Excon staff’s access

Excon staff will have access to the Excon module and the social media clones’ admin tools, as
well as being able to use the social media clones the same way as participants can.
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6.2.1 Excon tools

The main Excon module is available at the URL https://excon.my-domain.org. Log in is done
using the admin username and password specified when Somulator was initially set up
(Appendix A).

Somulator Exercise Control Sessions Participants Channels Content Deploy a ¢

Welcome to Somulator Exercise Control
Somulator Exercise Control is useful for (bulk) inserting content to
different services.

Start by downloading and adding your content to this excel
spreadsheet

and upload the file from the Upload menu.
Add user credentials for posting to different services using the
Accounts menu.
Service overview

Services are protected from public access using somulator user.
Here is an overview over all services with links” to the admin page.

Name Role Admin User Link
Drupal News admin Home page
Mastodon  Twitter arildjmail@gmailcom  Home page

Pixelfed Instagram  arild,jmail@gmail.com  Admin page

Friendica  Facebook admin Admin page

Peertube Youtube arild jmail@gmail.com  Admin page

" All links include authentication (credentials)

Somulator implementation developed by Norwegian Defence Research Institute (FFI) 2022

Figure 6.3 The front page of Somulators administrasjonssider

After logging in, you will get to the front page of the admin tool of Somulator as shown in
Figure 6.3. This page lists all the social media simulators that have been installed, and provide
links to access the individual web applications.

Chapter 8 provides a user manual for the Excon tools.

6.2.2 Social media clones access

Unlike participants’ access, accounts for Excon users are set up when Somulator is installed.
They will therefore not go to the participants landing page discussed above. Instead they use the
links describe in the previous section. Excon users will have been set up as administrators for
the social media modules. This will give them access to administrator functionality, for example
banning users or removing posts.
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6.2.3 News site (Drupal)

Excon staff are the ones who will create the news stories. To be able to perform administration
tasks like selecting the stories for the front page or creating new newspaper simulations Excon
staff must log in to Drupal, unlike the participants that will only read.

Steps to follow: Go to Drupal = Scroll to bottom of page = Click Login = Enter admin login info
-> Click OK

Username and password for the Drupal administration page is created when Somulator is
installed. You should have seen these details on the Somulator installation page or be given it by
the person who installed Somulator, see Appendix A.

It is outside the scope of this report to provide a full user manual for Drupal. To learn more

about how to add articles and organise a news site in Drupal please refer to relevant
documentation and YouTube videos listed in chapter 7.
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7 User manual: Participants’ use of social media

Each of the social media platform clones and the news site works along the same lines as real
life versions. This report will therefore not provide detailed instructions on use. For information
on how to access the individual social media clones in Somulator, refer to the previous chapter
6. There are also YouTube videos available that explain how to use the different social media
clones.

For information on how to automate the creation of user accounts, or to create multiple user
accounts at the same time, refer to chapter 8.5.

71 Twitter clone (Mastodon)

User manual: https://docs.joinmastodon.org/

Video: https://www.youtube.com/watch?v=WTP1GK4YOG8

7.2 YouTube clone (PeerTube)

User manual: https://docs.joinpeertube.org/use-setup-account

Video: https://framatube.org/videos/watch/217eefeb-883d-45be-b7fc-a788ad8507d3

7.3 Facebook clone (Friendica)

User manual: https://wiki.friendi.ca/

Video: https://www.youtube.com/watch?v=gdQhrNRrM7Q

7.4 Instagram clone (Pixelfed)

User manual: https://photography.tutsplus.com/tutorials/cms-41724

Video: https://www.youtube.com/watch?v=V3-pf4fm7FA

7.5 News site (Drupal)

User manual: https://www.drupal.org/docs/user guide/en/index.html

Video: https://www.youtube.com/watch?v=Leucyhw\WF6U
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8 User manual: Production, Deployment and
Somulator management

This section of the manual is organised according to the production and deployment steps
outlined in chapter 5, with an additional section on general Somulator management. Whereas
chapter 5 provided a conceptual overview of how Somulator could be used to provide realistic
social media training, this chapter will focus on the practical steps required to achieve this. Each
sub-section in this chapter will provide a brief explanation of the task, the steps to follow to
open the relevant application or web page and then a summary of how to perform the relevant
task. Additionally there may be some tips on how to improve the completion of a task.
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8.2 Excon module menu structure

At the top of the Excon module is a menu that leads to the different functions in this module. In
this chapter, each production and deployment step will refer to this menu when explaining
where the Excon users can find the relevant tools. The menus are as follows:

e Somulator Exercise Control: The home page for the Excon tools, this has links to the
front page of all installed social media clones and the news site.

e Sessions: This is where one can manage Somulator training sessions. For instance
delete data from old sessions, export data, download spreadsheets with info on when
they were sent, change passwords for Excon staff, etc.

e Participants: Here you can add and remove participants' accounts.

o Distribution Channels: This section is used to manage distribution channels by
creating new accounts or selecting existing accounts to send out posts. These accounts
are then made available for use in the deployment page that is explained in chapter 8.4.

e Content: Upload or delete content stored in videos or spreadsheets with a list of posts.

e Deploy: This is the main page to use during a training session. Here you send out
content that have been uploaded on the Content page through distribution channels
defined on the Channels page.

8.3 Production

Input from Development stage: The creation of content and distribution
channels is based on the work that was done in the Development stage. That
is, Excon staff tasked with the production should know what topics/narratives to
base the content on, the scenario that these topics and narratives relate to, and
the type of distribution channels has been envisaged. See Appendix C for an
example of input from the development to the production stage.

8.3.1 Create content

The content is, as discussed above, text, images and videos that will be shared through social
media profiles or news web pages, collectively referred to as distribution channels. The content
can be created in a number of ways: Manually from scratch; through machine learning tools
such the GPT models that generate text® or through re-use of existing content. The latter can be

5 Generative Pre-trained Transformer 3 is a so-called model that uses a type of artificial intelligence to generate text
that can be difficult to distinguish from text written by a human, see .
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data collections released by Facebook, Twitter and others with content from real life influence
operations or Somulator content shared with other Somulator users.

For simple training cases, it may be
enough to create a few dozen messages
that are tailored to the training session
goals. For more advanced cases such as
a multi-day exercise, one may have to
come up with many thousand social
media posts and dozens of news stories.
When creating content it is important to
consider the format of the social media
that will be used during the exercise, the e = :
“tone” of the posts that different types e N Y SRy
of social media users would employ and I milita €3
how this can be used to push the overall

narrative. For example, when working on  Figure 8.1 Meme relating to NATO

an election interference scenario it is

useful to think of topics that create divisions in society and take extreme positions. A typical
example of such positions would be to say: “The EU is a bunch of overpaid bureaucrats that
follow Hitler’s vision of a Europe ruled by Germany”. When discussing NATO related issues,
one could use existing, emotive memes that exaggerate a specific aspect of an argument, such as
the one in figure 8.1.

On the other hand, when using a newspaper article to spread disinformation it requires more
detail and a longer argument that supports the narratives of the overall training scenario. In an
election scenario, such an article might focus on the cost of a particular solution and cite real
research on the issue but exaggerate the figures and paint a false picture of the implications that
suggests that the target group for the influence effort will suffer disproportionally.

In short, the practical aspect of creating content is a straightforward task and
easy to undertake using a standard spreadsheet. However, developing the
content requires considerable thought and will take time to get right. It needs to
consider both the overarching scenario and how viral content works online. For
instance, what forms of emotional manipulation (e.g. appealing to self-interest
or exaggerating facts) are often used? How can the content format fit in to the
different types of social media (long videos do not work well on Twitter)? What
is the appropriate language and tone used among the target groups (attacking
outsiders for example)?
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8.3.1.1  Practical steps

Content is stored in Excel spreadsheets following a simple column-based format shown in
Figure 8.2 below.

A B C D E
~ Y
Timing Platform  Channel Title Content
00:00:01 Twitter TEN_GOP Damn good idea! Ron Ramsey wants to ban immigrants from countries that foster terrorism https://t.co/ZCvxNZW

00:02:00

Twitter TEN_GOP #Trump: Fix the muslim ‘Problem’ #TrumponCNN #GOP https://t.co/pccBUyohxj https://t.co/dVMTGZdLA8

Figure 8.2 Content is entered in Excel spreadsheets that are uploaded to the Excon module.

Steps to follow: Go to the front page of the Excon tools > Download the Excel content template
from this page = Open the template in Excel = Enter content in rows 2 onwards.

Predefined columns are used for topics, content, images and so on; the columns used are
described in detail in Appendix B. Each row equals one social media message. The content
can be stored on different tabs in the spreadsheet and multiple spreadsheets can be used for a
training session. When a spreadsheet is completed, it is uploaded on the Excon Content page
(chapter 8.4.1).

To enter text simply click the cell you want to enter text in and start typing. To add an image
(like a meme) do the following: Select cell to add image to > Select Insert tab = Click Image icon
—> Select image from PC. To add a video you need to use the name of the video and then upload
the video through the Content page in the Excon module (chapter 8.4.1).

For more information on content format considerations for the different social media clones
used in Somulator see the Content section in Appendix B.
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Why is Excel used to store content for Somulator? There are a number of
reasons for this. Firstly, Excel is familiar to most users and has a wide range of
editing tools that makes it easier to use than a web based form. Excel also
makes it easier to repeat information. For example, it is common for influence
operations to send identical tweets from many different accounts at the same
time to make a topic more popular. In Excel it is easy to duplicate the content of
one row ten, fifty or hundreds of times and simply edit the account names for
each row (as one row equals one message). This helps to emulate viral content.
Finally, Excel has extensive import functions that facilitate the re-use of data
from different sources, such as online datasets from real life influence
operations that social media platforms regularly make available for research
purposes.

8.3.1.2  Tagging content

dataset-playableknut.xlsx ~ 3 00:00:00

Filter by
Target Topic Sub-topic Sentiment Profile name Account Service
hd Terrorism hd hd hd v hd hd
Hide posted
Show 25 + entries Search...
O Timing+ Target Profile Name Title Content Topic Status
00:00:01 Twitter TEN_GOP Damn good idea! Ron Ramsey wants to ban immigrants from countries that Terrorism Posted on

foster terrorism https://t.co/ZCvxNZWz]3 https://t.co/eVhzn7RaCz 17-11-2022
mastodon,
unique

Figure 8.3 The Deploy page in Excon showing tagging in the custom "Topic" column.

When reusing content between different training sessions or sharing content with other
Somulator users it can be very useful to tag content. This makes it easier to find relevant content
later. This is similar to how Twitter messages can be tagged using a hashtag (#) in the message
to link it to other messages on the same topic. In Somulator this is done by using one or more
columns in the F to Z range to store words or phrases that describe the content. In Figure 8.3, a
column named Topic has been added in the original content spreadsheet, here it is used to find
content that is related to terrorism.

8.3.1.3  Tip: Timing content distribution

Somulator has the ability to deploy content automatically, a
“playback” feature. This uses the first column to store the time to
send out the content stored in that row. The timer starts when the play
button (Figure 8.4) is pressed and the content is sent out according to

=5 00:00:00

Figure 8.4 Play button
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the time specified. If a content row is marked with 00:00:10 it will be sent out ten seconds after
starting the playback, a column marked with 01:00:00 will be sent out after one hour. Rows with
no timing are ignored during playback but can still be deployed manually.

It is also possible to use Excel to set random times to deploy content. If the first item (below the
column titles, row 2) is set to be sent out one minute into the exercise then this formula in row 3
will mark the content to be sent out between one minute and three seconds and one minute and
ten seconds after row 2:

=A2+RANDBETWEEN (3;10) /86400

The numbers 3,10 are the seconds to add to the previous time. To change this to send out the
content after one to two minutes the 3; /0 can be changed to 60;120. Excel will then create a
random time between 60 and 120 seconds after the previous time. To apply this formula to all
the content in a spreadsheet simply copy it from the first cell and paste it into all other rows with
content.

8.3.1.4  Tip: Using Excel to speed up content creation

When creating content in Excel you can use the spreadsheet features in Excel to make the task
easier. For instance if you want to send out 100 tweets from a particular distribution channel
you can copy and paste the name of the channel into all 100 rows at the same time, rather than
typing it in 100 times. Likewise, if you want to use similar tweets to attack different actors you
can copy and paste the content rows and then search and replace the name of the actors without
having to type in the tweet many times.

8.3.1.5  Tip: Import content from other sources

Using Excel to store content means that it is easy to import existing content from different
sources. For instance, by using Google’s Data Search facility® you can find data from real life
influence operations and use these in training. A search for twitfer ira will give several data sets
with tens of thousands of tweets from the Russian Internet Research Agency (often referred to
as the troll factory). These can be imported into Excel (or copied and pasted) and formatted to
fit the Somulator template (see Appendix B for more information on the correct format).

8.3.2 Create distribution channels — Social media clones

The social media clones that make up Somulator do not distinguish between accounts used by
training participants and accounts that Excon staff use to distribute the content through. This is
the same as on platforms like Facebook and Twitter where influence operations will create
regular accounts to send out disinformation. However, the Excon module keeps a list of
available accounts to use as distribution channels. This helps to avoid accidentally sending out
content through participants’ accounts that could create confusion.

¢ https://datasetsearch.research.google.com
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In the case of a simple training session, it might be enough to use a single clone to package and
distribute the content. For instance, one can use the News module to send out fake news articles
or the Twitter clone to distribute conspiracy theories. For more advanced training scenarios, one
would usually create an “ecosystem” of official and fake news sites and real and fake social
media accounts that support each other. The core idea is to create channels that enhance the
realism of the content in the eyes of the participants. A state controlled news site could be set up
with several social media accounts representing ambassadors and other government officials
that post links to news articles and fake accounts that make the stories more popular.

8.3.2.1  Practical steps for social media clones

Manage accounts
Here you can manage user accounts used for posting to different services
YouTube (PeerTube) o
RT 9 /2| ®
User name: arild.jmail@gmail.com S
Twitter (Mastodon) (1]
Important_News P H =
User name: arild.email@gmail.com
News (Drupal) (1]
admin (test@gmail.com) ¥
User name: admin f H U

Figure 8.5 Distribution channels page in Excon module.

Steps to follow: Open Excon module in browser => Click Distribution Channels. A page like the
one shown in Figure 8.5 will be displayed. On this page it is possible to edit, delete or add
distribution channels.

Delete distribution channel: Click Bin icon. A dialog box will ask for confirmation to delete the
distribution channel. If confirmed the account will be removed from the list in Excon. The
account will not be removed from the social media clone, nor will posts from the distribution
channel be removed. To remove data from the social media clones, refer to chapter 8.4.1.2.

Edit distribution channel: Click Edit icon. A dialog box will show the current description (used

internally in Excon) and the social media display name. Edit these as required and click on OK
to save.
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Create distribution channels
You can create one or more social media accounts to use for content
distribution on different platforms using the text box below.

Each line must contain a single description and account name. Username and password
is generated automatically and handled internally by the Excon module.

Accounts

Primary conspiracy theory account;Concerned mum
Bot account 1;news_1234_ff

Bot account 2;news_1234_gg

Bot account 3;news_1234_hh

Ambassador account;Brutopian Embassy to the UK

Select services

Twitter (Mastodon) YouTube (PeerTube) Facebook (Friendica)

Instagram (Pixelfed)
Create channels

Figure 8.6: The Add distribution channels dialog box.

Add distribution channel: On the Distribution channels page click Add channels button = Enter a
description, an account name and a summary per line separated by a semi colon = Repeat as many
times as required, using unique account names for each line = Choose the social media clones to
create the accounts in = Click Create channels button.

The description of the account used (for example “Conspiracy Theories, main profile”) is only
seen by Excon staff and is meant to make it easier to find the correct distribution channel to use.
The account name is what users see when the social media message is displayed in a search
result or feed, an example of this is seen (1) in Figure 8.7. This fake account from Twitter was
controlled by the IRA, the so-called Russian troll factory and pretended to be the Republican
Party in Tennessee. The summary is the brief description that users can add about themselves,
see (2) Figure 8.7. It is also possible to add an image (and in some cases, a headline picture) to
the account. This is often used by fake accounts to stress their credentials, as seen in (3) in
Figure 8.7. Here an American flag is used to make it more believable.

These images can not be added through Excon. However, by logging in to the account through
the social media clone and using the in-built functionality found in the different clones it is
possibly to edit all these details directly. See chapter 7 for information about logging into the
different social media clones.
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4996 392K 439K 524

poets Tweets & replies Media ) 2
Tennessee GOP o ! P : New to Twitter?

I kove God, | Love my Country [ Tennessee GOP
2 B8 1) reaking T
Wikileaks emails confirm that Dems have
been #BirdDogging since 2008 paying
people to organize violence 1

Figure 8.7 Example of a fake social media account targeting the US election in 2016.

8.3.2.2  Tip: Saving distribution channels between training sessions

As the accounts used to distribute content are created from lines of plain text, it is easy to
preserve the list and use it for another training session simply by copying and pasting the list of
account descriptions into a word processor and save it. For the next session one can then copy
and paste the list from the word processor into the Excon Distribution Channels to have exactly
the same accounts created.

8.3.3 Create distribution channels — News sites

News sites can be important for an influence operation as the news format gives disinformation
a legitimacy that tweets from individuals do not provide. Such news sites can for example be
created by news agencies controlled by a state, by groups supporting very partisan political
views or by commercial actors who earn money from advertising by publishing untrue, but
engaging articles.

In simple training cases it may be enough to provide a single news site, but in more advanced
cases one should consider representing multiple news outlets. Somulator includes three news
sites by default, “Local News”, “National News” and “The Sensation” (Figure 8.8). Unlike the
social media clones, the news module in Somulator does not use accounts to distribute content.
Instead, it uses the Drupal content management system’s ability to create different sub-sections
of a website. In this way one can create multiple sites with different names and logos that
represent different newspapers or news sites.
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SENSASJONEN

My account

Log out

THE SENSATION

SENSASJONEN

Donald Trump sent his own plane to transport
200 stranded marines

Donald Trump sent his personal plane dow

Figure 8.8 The Sensation, one of three news sites in Somulator.

8.3.3.1  Practical steps for news sites

The news sites in Somulator is created in what is known as a content management system
(CMS) called Drupal. Unlike the social media clones which typically show content in a list (e.g.
news feed, Twitter feed), a news site lets the user control which stories are show on the front
page, when stories are published, where on the page to show links to different sections of the
news site and so on. Another difference compared to the social media clones in Somulator is
that participants can read news without creating an account first.

It is outside the scope of this report to provide detailed information on how to use Drupal. There
are numerous tutorial web sites, books and videos available, some are listed in chapter 7. Here
we will briefly explain how to add a new news site and how to create an article on a news site.

Unlike the social media clones, the news distribution channels for Drupal have already been
created, this includes three newspapers “Lokalen”, “Nasjonalen” and “Sensasjonen” (Local,
National and Sensation). Non-Norwegian users can change the mast-head images used by
uploading new image files into the folder /opt/Internal-
somulator/containers/drupal/volumes/web/files/ using the names “lokalen.png”,
“nasjonalen.png” and “sensasjonen.png”.

8.4 Deployment

Once content and distribution channels have been created, the content must be a) uploaded to
the Excon module and b) deployed through distribution channels during the training session.
The uploading can occur at any time, but it might be useful to do this a few days before the
training occurs to make sure there are no problems with uploading it.
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8.4.1 Upload content

As explained in chapter 8.3.1, content in the form of social media messages or news articles is
created and stored in Excel spreadsheets. In addition, videos are stored as separate video files.
This is the same for simple and advanced training session using one or multiple social media
clones. This is done in the Content page in the Excon module, Figure 8.9.

Manage datasets and media

Here you can upload, download and remove datasets and media files

Datasets o

eSomu\am
uploa

Upload

,,,,,,,,,,,,

Supported extensions are
s, s, webr, .ogv. .ogg, .mpd, .mky .mov, gt .may .mdy, I,
a, way, flac,

Figure 8.9 Uploading an Excel spreadsheet to Somulator.

Two types of content can be uploaded: multiple posts created in an Excel spreadsheet with text
and images or individual video files. The latter must be uploaded separately as videos cannot be
added to a spreadsheet (unlike images). If you want to use podcasts, then this can be added
directly through the News site.

8.4.1.1  Practical steps

When uploading posts, you transfer the spreadsheet or video file from your local PC to
Somulator. Somulator will display the contents of a table where game staff can search for and
select one or more posts to share with the participants. In Figure 8.9 you see the spreadsheet file
in Explorer at the top (1), and the Excon module upload page (2).

Uploading spreadsheets or videos, method 1: Open Excon module in browser = Go to the
Content page (2) = Open the file manager application on your PC (1) - Go to the folder containing
your content files > Drag and drop one or more files from the file manager (3) onto the grey drop
area on the content page. which will turn blue when moving the files over (4).
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Uploading spreadsheets or videos, method 2: Open Excon module in browser = Go to the
Content page > Click the grey drop area on the content page—> Select file from PC in the file
selection dialog box = Click OK.

8.4.1.2  Tip: Updating or removing content

The uploaded files can be deleted from Somulator by clicking on the Bin icon on the same line
as the uploaded files. Deleting an Excel file will not remove content that has already been
deployed to any of the social media clones; however, you will lose information in the
spreadsheet about when content has been deployed. If you have updated content in a
spreadsheet, upload it with a different name to avoid losing deployment information or use the
same name if this is not important. Deleting a video file will make it disappear from all social
media posts that has referred to it. If you need to update a video, upload the new file with the
same name as an existing video. The new version will then automatically be used next time a
participant views it.

8.4.2 Post content through relevant distribution channels

All previous tasks leads up to this activity: To display content in the feeds of the training
participants for learning purposes. For basic training, a single spreadsheet with content deployed
manually may suffice whereas complex training scenarios may utilise several spreadsheets that
are played back automatically using the timing specified in the spreadsheet (refer to chapter
8.3.1.3). Figure 8.10 below shows the dashboard view of uploaded content in the Deploy page.
Here content can be played back or a spreadsheet can be opened and content can be deployed
manually.

Bvelse Hovedstad 2023.xls

Deploy content to participants

Here you can start and pause automated playback of data that has set up
timings. If you need to skip or repeat the deployment of content or
manually deploy contnet open the data source by clicking the magnifying
glass

Datasets

@velse hovedstad 2023.xIsx ‘ wlQ ‘
Active | Position: 01:20:05 | Sent: 350 content items )

No timings.xlsx
Manual | Sent: 23 content items

DY

Test input somulator.xlsx ‘ o nlQ ‘
Inactive | Position: 03:15:23 | Sent: 2200 content items

Figure 8.10 List of uploaded content spreadsheets in the Deploy dashboard page.
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8.4.2.1  Practical steps

Playing back content automatically: Open Excon module in browser = Go to the Deploy page >
Go to the Dashboard tab - Click the Play button for the spreadsheet you want to use.

The content will be sent out according to the timing specified in the first column of each row,
regardless of which position it has in the spreadsheet. For example if a row is marked with
00:01:00 it will be sent out a minute after the playback button was clicked. Rows without a time
specified are not sent out, however they can still be sent out manually (see Deploying content
manually below). Figure 8.11 shows how messages appear in Excon and the Twitter clone after
being deployed.

During a training session it may be that the schedule slips for a number of reasons. It is possible
to pause or skip ahead in the playback to rectify this.

Pause the playback: Go to the Deploy page = Go to the Dashboard tab - Click the Pause button
for the spreadsheet you want to pause. Playback is then restarted from the same position when
the Play button is clicked again.

Change the playback position: Go to the Deploy page > Go to the Dashboard tab - Click the
View button for the spreadsheet you want to reset = Find the row in the content table you want to
start from -> Click the Reset playback from selected row. The playback will start again. If the
current playback was at 10 minutes and the row selected is set to 20 minutes, all items between
10 and up to, but not including, 20 minutes are skipped. If the current playback was at 10
minutes and the row selected is set to 5 minutes, then all items between 5 and up to, and
including, 10 minutes would be repeated. In other words, there would be two identical messages
for messages for the reset time period.

Content Status

# Hjem =
Damn good idea! Ron Ramsey wants to ban immigrants from countries that foster Posted on
terrorism https://t.co/ZCvxNZWzJ3 https://t.co/eVhzn7RaCz 05-09-2022 Important_News @Important_News Q@5m

mastodon, #Ramadan celebration continues in #Bangladesh! Muslim terrorist

Important News attacked on restaurant chanting ‘Allahu Akbar' t.co/MwOtLjIBL8
Q Tweet / Twitter

San Bernardino Shooter Visited 11 School Cafeterias https://t.co/8fZXpbfZhW

#terrorism #ISIS https://t.co/dJHASOVZrV

Twitter
o 85 K

#Ramadan celebration continues in #Bangladesh! Muslim terrorist attacked on Posted on

restaurant chanting ‘Allahu Akbar'! https://t.co/MwOtLjIBL8 05-09-2022
mastodon,
Important_News

Important_News @Important_News @ 5m
Damn good idea! Ron Ramsey wants to ban immigrants from countries
that foster terrorism t.co/ZCvxNZWzJ3 t.co/eVhzn7RaCz

o 3 K

Last mer

Figure 8.11 Left: content list in Excon show two items have been deployed. Right: The same
messages displayed in the Twitter clone feed, as seen by participants.

Deploying content manually (ref Figure 8.12 below): Go to Excon module - Go to Deploy >
Click View button in dashboard to open spreadsheet - Check row(s) of content to deploy - Locate
distribution channel to use - Click distribution channel to send content - Check result in content
table: green = success, yellow = error.
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@velse Hovedstad 2023.xls ~

o 10 v entries e-;;w‘..‘_
(] Timing == Service | Account | Title Content Topic Sub-topic Scigmmelistribution channel to deploy ¢
O v v
earch.

M Mastodon 2 Sample-Video-File-For-Testing. mp4 Video Plant A Tree
Twitter
0 Video Big Buck Hitps://www.youtube.com/watch?v=aqz-KE-bpKQ Video Ingen

Bunny Russian troll

0 News Sykehusstrid  Tekst, <B>htmi</b> Og Bilder Nyheter  Nasjonalen
fikk et
punktum

Iranian troll
Real user

Good person

Facebook

Newspaper
Mastodon 2 Kort Tekst Opptil 500 Tegn #Hashtag Klimakrise Plant A Tree

5 Reset playback from selected row

Figure 8.12 Detail view of spreadsheet content.

The following tools are available when deploying content manually as shown in Figure 8.12:
(1) Use drop down menu to show more or less rows; (2) find specific item (types) by
searching for any string in the table; (3) filter the content on tags that have been added
and (4) search for specific distribution channels to use.

Although sending out messages manually is more time-consuming, it can be useful in
training situations when the social media training is part of a larger exercise. For example,
if the overall scenario were about a terrorist attack, sending out news items and social
media rumours before the event has occurred in the training session would cause
misunderstandings. Manual deployment would provide better control of when
participants are exposed to relevant content. Alternatively, one can use the play/pause
functionality described in chapter 8.4.2.2.

When sending out content manually it is important to use relevant distribution
channels (see discussion in chapter 8.3.2). If a profile has been set up for the
role of a fake researcher who spreads conspiracy theories it would not make
sense to send out content debunking conspiracy theories through that account.

8.4.2.2  Tip: Combining automated and manual content deployment

It is also possible to combine the automated and manual approaches. For example, during a
longer training session, general influence operation content is sent out using an automated
approach. Additional, event specific content such as news stories, can then be sent out during
the exercise when particular events have occurred offline, closely mimicking real life.
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8.4.2.3

Tip: Creating a more realistic social media experience with random content

Somulator allows the playback of multiple spreadsheets at the same time simply by repeating
the process explained at the beginning of the previous chapter. One use for this is to create a
large spreadsheet of random content such as celebrity gossip or everyday news items and use
this for automated playback. This will give participants a more realistic social media experience
where misinformation and disinformation is hidden between large amounts of innocuous
content, thus making it harder to distinguish. See chapters 8.3.1.4 and 8.3.1.5 for some tips on
how to obtain and time such content.

8.5 Managing accounts for participants

Participants require an account to access the content that is deployed in the social media clones
in Somulator. Although it is possible to create user accounts one by one directly in the social
media clones, it is quicker to use the Excon module’s functionality for creating multiple user
accounts for one or more social media clones at the same time.

Accounts

username@tmail.com
new.account@outbook.com;username;password

Select services

Facebook (Friendica) YouTube (PeerTube)

Options

@D send email
Admin role

Email Service

Instagram (Pixelfed)

Create accounts

Results [7)

UserName Password

Twitter (Mastodon)

Status

user.name®@tmail.com friendica  user7ab®
mastodon user7ab9

new.account@outbook.com friendica username

mastodon username

XhHOb1vAv423iF
XhHOb1vAv423iF

password

password

User successfully created
User successfully created

[Error] The new password
has been exposed in a publ...

User successfully created

Figure 8.13 The account creation page showing the result of an account creation operation

News sites do not require user accounts to access news stories, only to create them. Participants
can thus view news stories by following links that are shared without logging in.
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8.5.1.1  Practical steps

Creating accounts (ref. Figure 8.13): Go to Excon module = Go to Participants > Enter one or
more emails per line = Optional: add user names and password’ - Select the social media clones
to create the accounts for = Click Create accounts - Check result of account creation below: green
= success, yellow = error.

There are two approaches to adding accounts. For smaller training sessions one can use
the participants’ real email addresses by copying and paste these into the list.
Alternatively, it is possible to submit made-up email addresses for as many participants as
required. However, even made-up email addresses must conform to standards. Thus my-
fakeuser@totallyfake.co.jp will work as it has a username followed by an ampersand (&)
and a domain name that follows correct formatting of main name + a top-level domain,
such as .com or org.uk.

8.6 General training sessions management

After a Somulator training session there are several house-keeping tasks to consider. In the case
of a simple, non-repeated training session then there may be nothing to do, except close the
Somulator instance which will delete all data and remove the Somulator software. When using
the same instance of Somulator for multiple training sessions it may be necessary to remove old
data or it may be desirable to download data to analyse for research purposes. This can all be
handled in the Sessions part of the Excon module, Figure 8.14.

Datasets
template-dataset-from-test.xlsx ( ulm
Upload date: 2022-11-07 J
Content
Twitter clorje o blela|lelw
53 users, 8 distribution channels, 612 posts
Facebook clone . Llalzlwln
92 users, 6 distribution channels, 1569 posts
All data o 4| & 2\ =T
145 users, 14 distribution channels, 2181 posts

Figure 8.14 Excon page for managing the overall training session.

7 When user names and passwords are not specified, the system will automatically generate these and display them in
the Excon module. The Excon staff then need to make a note of these details to share with participants.
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8.6.1.1  Practical steps

Download or delete data (ref. Figure 8.14): Go to Excon module = Go to Sessions = Find the
relevant social media clone (or all) to work with = Click relevant action as explained below =>
Confirm action in dialog box that is displayed.

NB: Some of the actions discussed here will delete data. Please read carefully to
understand what each option does.

‘j‘ For research purposes it may be useful to download data from a particular training

~ session. In Somulator you can download the content spreadsheets after they have been
used. These spreadsheets will have information about when each content item was used in the
training session, in addition to the original content. To download the file click on the download
icon for the relevant spreadsheet in the dataset section of the Sessions page.

Another option is to download data from the different social media clones, this will download a
tab delimited text file of social media accounts, their posts and responses (likes, resend, etc.).
This can then be analysed, for instance to see whether fake news or real new got the most
engagement from the participants.

‘? Delete ALL data for the chosen social media clone. After using this there will only be the

original administration account remaining, effectively going back to the same state as
when Somulator was first installed. Typical use case: To use Somulator for a new training
session with no data from the previous training session in it.

‘T‘ Delete ALL user accounts (but not accounts used for distribution channels) from the

chosen social media clone, as well as any social media posts or responses linked to the
accounts. Typical use case: To use Somulator for a new training session but keep content
created previously for the new session. This builds up a larger content base which can make the
use of the different social media clones feel more realistic.

Delete ALL posts made through user accounts (but not post from accounts used for
distribution channels) from the chosen social media clone. The user accounts are kept.
Typical use case: To use Somulator for a new training session without having to create the user
accounts again.

‘—/o' Delete ALL content deployed through distribution channels (but not post from user

accounts) for the chosen social media clone. The distribution channel accounts are not
deleted. Typical use case: To use Somulator for a new training session without having to create
the same distribution channel accounts again.

The different data deletion operations can be used to tailor an existing instance of Somulator to

a new training session. For example, news items could be kept while Twitter clone content
created by participants could be deleted. This would keep data used for training but allowing a
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new groups of participants to use Somulator without being disturbed by previous participants’
activities.

8.7 Social media clones built-in administration tools

Each of the social media clones in Somulator are complete, self-contained web applications.
They therefore have their own administration tools where posts can be removed, users blocked,
data backed up etc. To provide a full overview of these administration tools is beyond the scope
of this report as they are documented elsewhere. Figure 8.15 show the front page of the
Mastodon administration tools. From here one can block users, hide tweets, and so on. See
chapter 7 for links to manuals and video tutorials.

2 (0] 1

users in total users this week active this week

Y Filters 0 0 0

& Account users waiting for review open reports hashtags waiting for review

& Import and export

(0] (0]

> Development
interactions this week backlogged jobs

4, Moderation

&8 Administration RECENT USERS FEATURES SOFTWARE
@ weex Registrations s Mastodon 3.4.0rc2
@ Dashboard @ admin Invite links Ruby 2.7.2p137
Account deletions Yes O PostgreSQL 10.16
Profile directory s O Redis 409
Timeline preview
Trends
Federation relay

SPACE USAGE CONFIGURATION TRENDS
+ Announcements
PostgreSQL Full-text search
Redis Single user mode
Secure mode
Limited federation mode
= Relays LDAES
CAs
SAML
ekiq PAM
Federation with hidden services

© Custom emojis

Figure 8.15 Screenshot of Mastodon (Twitter clone) administration page.
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9 Conclusion and the way forward

This report discusses how the increased spread of disinformation and propaganda through social
media necessitates training to be able to handle such misuse of social media, particularly for
personnel in the total defence sector. Such training requires relevant tools to assist in the
training process. An example of this could be a method for sharing false news stories that
trainees evaluate. Existing training solutions are assessed, and it is concluded that a fully-
fledged social media simulator is the best option to provide a realistic training experience.

The development of the Somulator social media simulator by the Norwegian Defence Research
Establishment (FFI) is examined. Somulator uses five existing, open-source web applications to
simulate different social media platforms, in conjunction with a custom-built control module
that makes possible the carefully controlled deployment of large volumes of social media
content in a training situation.

A general overview of how dis- and misinformation is spread through social media is used to
explain how this can be emulated in Somulator. A three-stage approach is discussed: the
development, production and deployment of social media profiles and content. The importance
of relevant content and social media profiles is explored in depth. A complete manual for Excon
staff on how to use the Somulator tools to manage training sessions, data and participants is also
provided.

At the time of writing, Somulator is a complete tool that can be deployed in training. This
current state is documented in this report. However, Somulator has been developed to be
flexible and adaptable. FFI wants to encourage the adoption and development of Somulator
among NATO countries and allied partners. Additional social media platform simulations or
new training management features may therefore be added over time. In this case, please refer
to additional documentation as and when required.
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Appendix A Initial Somulator setup

This section can be ignored if Somulator is used as a service. The Somulator setup described
here is done before using Somulator. Prior to setting up Somulator the code has to be copied
onto a server.

1. Toinstall Somulator you need to a web page where the Somulator installer is configured.
This needs to be prepared by an IT professional following the instructions found here:
Somulator installation notes.

The URL for a Somulator installation web page is as follows: install.my-domain.org:8080.
my-domain.org must be replaced by the domain used on the server. The colon and
number are important to get exactly right.

2. Follow the online wizard to specify the installation information:

Password to install: Step1-6
You will have been given a master password, please enter this to continue installation.

Master password: * |seseessee

Step 1: Enter the installation password, this should be given to you by the person who set up the
Somulator installer for you.

Select services to use: Step2-6

The social media simulator have several different services available. Please select the ones you want to use for
your excercise/training purposes.

Simulate Newspaper

@D simulate Twitter

m

Step 2: Select the social media services you want to simulate (some may be unavailable
depending on the options installed by the IT administrator).
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|
URLs to use: Step3-6

Each service can be access through a URL that is based on the base URL (also known as a domain) that you specify
here. If you use myurl.com as the base URL, then you can access the news service through news.mydomain.com.

Base URL: * mydomain.net

Twitter simulator URL: tw.mydomain.net

Step 3: Enter the main URL to use, the different social media simulators will be given their own
URL based on this. Your IT administrator will tell you what this should be. If you specify my-
domain.no as the main domain name, then the following domains will be used by Somulator:

e Participants landing page: my-domain.no
e News: news.my-domain.no

e Facebook simulator: fb.my-domain.no

e Twitter simulator: tw.my-domain.no

e Instagram simulator: ig.my-domain.no

e YouTube simulator: yt.my-domain.no

(e
Password to install: Step 4-6

The social media simulator can over time accumulate a lot of data and information that may be sensitive. It is
therefore important to protect the data with good passwords. Please enter password for the administration
accounts, these are the main account in each individual platform. Allowed characters are A-Z (upper and lower
case), 0-9and - _, . .The simulator also requires a password on the server side, this has been automatically
created for you, please make a note of it.

Admin account password: * [orssarnrenaenanes
Server password: EaODfGL.qI9WfAXG

Strong

Step 4: Specify the admin password to use. This password must be secure as it will give access
to all services and can be used to create users, add content, and so on. This page will also show
the password that the installer will use for system access to services (typically used by IT
administrators).
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Make sure to make a note of these passwords so they are not lost later on, without these
passwords you will not be able to access the different services

Email contact address: Step5-6

An email address is required to be able to send invitations to people participating in the excercise, as well as
getting security certificates. Please create a NEW GMail account to use for this purpose. Do NOT use an existing
personal or work-related email for this.

Email account address: *Imy.emaili@gmail‘com Email account password: * sssssssssnss

Step 5: Specify the email account and password for the email account to send emails through.
Initially it is recommended to use a Gmail account set up specifically for this purpose (do NOT
use a personal or existing organisation email for this).

N
Install: Step6-6

The social media software simulator now has all the information required to start the installation. Click Start to
complete the installation or click Previous to change your settings.

m

Step 6: When the software has completed the installation, you can close the installation web
page.

When the software has completed the installation, you can close the installation web page.
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Appendix B Format of content in Excel worksheet

There are three types of columns in Excel spreadsheets that are used to prepare and deploy
social media posts in Somulator. The first five of these are fixed columns that contain the
content and information about how to deploy the content. The next set of columns can be used
for optional meta-data about posts and finally there are columns that are populated by Somulator
during deployment.

The first row of a spreadsheet is always treated as headers and are displayed at the top of each
page of content on the content page in the Excon module. For the fixed columns it is
recommended to use a clear, descriptive title in the local language, but there are no requirements
as to what word or phrase should be used. For the optional columns any explanatory title can be
used. The columns populated by Somulator will also be named by Somulator. Each set of
columns are explained in detail in the following three chapters below.

Fixed columns

Timing: If using Somulator’s automatic deployment function then this is when to automatically
post content, counted in hours:minutes:seconds (e.g. 00:10:00 for ten minutes) from the start
button in Excon was pressed.

Platform: When using Somulator’s automatic deployment function this is the name of the
social media platform to use, for instance the Twitter clone or the online news site. This column
is optional when using Somulator to deploy content manually but is required when using the
automatic deployment.

Channel: The name of the account to publish the post through, see chapter 5.2 and 8.4.2 or
more information on how to plan and create distribution channels. This column is optional when
using Somulator to deploy content manually but is required when using the automatic
deployment.

Title: Used for social media clones that require a title for a post. The YouTube clone, require a
title for each video uploaded, whereas there are no titles for Tweets.

Content: The main content of the post, for instance a tweet or an image.

To enter contents into Somulator it is important that the content created is formatted and
classified correctly on the worksheet. Correct formatting involves two aspects. First, you
have to enter the information on the worksheet in the right way. On the worksheet, each row
= one post. Each row has multiple columns, one column is the post itself, the other columns
describe what the post is about and where it can be used. Secondly, text, images, and videos
must be entered correctly in the content cell. Pictures that are with text must be entered in
the same cell as the text (one typically needs to increase the height of the cell for contents).
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The content column can include the following:

1. Text, for some social media simulations there are limitations, for example, tweets can
be a maximum of 500 letters long.

2. Photos — These MUST be inside the cell of the worksheet that is entered according to
the various social media "rules". In one, for example, newspaper article, the first image
will be used in conjunction with the ingress on the front page, subsequent images will
appear in a list in the article. For the Instagram simulation, on the other hand, only one
image will be used, because Instagram posts always have an image with title and text.

3. Videos — This could be in the form of a URL to an external video (for example, on the
real YouTube) or a file uploaded in Somulator (see chapter 3.2 Upload page). In the
latter case, only the name of the video file that was uploaded is used, Somulator will
find this one and automatically enter it.

Instructions for content that is specific to a social media clone:

Online newspaper (Drupal): Drupal supports one or more images (.png, .jpg, .gif) with
each article posted. Add the text as html and the image(s) in the same cell in Excel under the
Content column. The first image is used with a heading and ingress on the front, the
remaining images (if added) appear in an "image carousel" below the article.

Twitter clone (Mastodon): Mastodon allows a maximum of 500 characters in a post. Add
text and picture(s) to the same cell in Excel under the Contents column. Both static (.jpg,
.png) and dynamic (.gif) images are supported.

Facebook clone (Friendica): Add text and picture(s) to the same cell in Excel under the
Contents column. Both static (.jpg, .png) and dynamic (.gif) images are supported.

Instagram clone (Pixelfed): Pixelfed allows only posts that have a photo. Add text and
picture to the same cell in Excel under the Contents column. Both static (.jpg, .png) and
dynamic (.gif) images are supported.

Youtube clone (Peertube): Peertube supports many video formats, such as . webm, . ogv, .
Ogg, .mp4, . mkv, . mov, . qt, . mqv, .m4v, . flv, .f4v, . wmv, . avi. Video files cannot be
added directly to an Excel spreadsheet, provide instead of a link to the video in the Content
column. The content should only be the link to the video and no other text. Use caution to
prevent AutoCorrect from changing text, for example, by changing the first letter to
uppercase.

Link examples for Peertube videos

YouTube: https://www.youtube.com/watch?v=yUQM7H4Swgw

Direct link: https://d18.webmfiles.org/big-buck-bunny_trailer.webm

Local file uploaded in Somulator (chapter 8.4.1): Sample-Video-File-For-Testing. mp4
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Optional, meta-data columns

F - Z. These columns can be used for anything. The information in them is not used when
deploying content, but they are displayed and are searchable in the Excon content module. The
main use for this is to provide further description of the content. For example, if creating content
for an election scenario, one could use a column to indicate which political party the content is
about and another to characterise the content as positive or negative about the political party.
This can then be used to search for content that is relevant to a particular part of a scenario used
in a training session, for instance negative content about the party currently in power.

Columns populated by Somulator

Columns AA to AZ are reserved for use by the Excon module; they are used to update the
content item with information about when it was used and similar information. At the time of
writing, the following columns are used:

e AA: PostingDate (What time the content was deployed)

e AB: StatusMessage (The response from the social media clone used)

e AC: Success (True or false, depending on whether the content was successfully sent out or
not)
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Appendix C Example of input from Development stage

This is an example of information that development staff should provide to production and
deployment staff. The purpose of this information is to enable the setting up of accounts and
creation of content that is required to fulfil the training purposes.

Training background

We will train local county officials who will have to work with the armed forces on what type of
disinformation and misinformation to expect in a crisis involving Country X.

Overall scenario

Brutopia has started to organise hacking attacks that target transport and utilities infrastructure
in the local county. This is accompanied with covert information operations through social
media, with the aim of spilling over into local newspapers. The purpose is to scare the local
population from supporting the neighbouring country, Cardamommia, who Brutopia is planning
to invade. Cardamommia has close personal and business ties in the local county that is
attacked. The attacks are limited to the single county, the rest of the nation is left untouched.

Main narratives

Brutopia can be a close friend and good business opportunity for the local county, but oppose it
and this opportunity is closed.

Cardamommia seems great on the surface, but is ruled by a clique of outsider business interests
who plunder real people to their own benefit.

Cardamommia has developed secret plans to take control over the local county through
immigrants from Cardamommia. These immigrants pose a threat to peaceful Brutopian
immigrants as well as local business interests and jobs.

Distribution channels
For this training session we will use a Twitter clone with these profiles:

e anumber of local conspiracy theorists

e non-commited, but sceptical local people

e national businesses with local interests

e official channels for Brutopian and Cardamommian actors

In the news module we will have a local newspaper and several international, government
controlled, news sites that support different sides in the conflict.
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Appendix D Example of information for participants

Welcome to the training workshop on the 5th November 2022,

This workshop will use several websites that copy real life social media platforms. Below is a
list of these sites. To join the training workshop you need first to go to this URL:

https://training.my-domain.org

Before you can access this webpage, you need to enter a user name and password for the
training workshop. This prevents Internet users who are not participating in the training from
accessing the social media websites.

User name for the training workshop: somulator
Password for the training workshop: mnu_987-QAS

Welcome to SoMulator

You can now create an account in Somulator by clicking the button below

Join »

On this page you click the Join button to join the exercise, see the image above. This will
automatically generate user accounts for you on the different social media websites used.
When the user accounts have been set up you can join the different sites by clicking on the
links shown in the screenshot below.

What's next?

User(s) have been created. Visit the platforms listed below. If you are not

automatically logged in, use the generated username / email and password to login.

Username: somulator_default wide_eyed
Email: somulator_default wide_eyed@ffi-dev.dyn.ncr.ntnu.no
Password: meatytugboat759

Ensure that you make a note of the usernames and passwords assigned to you.
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Appendix E Extending Somulator

Adding modules to web applications (Level: Administrator)

The easiest method for extending Somulator is the use of additional modules in some of the core
web applications. Drupal (the news site module) for example, has numerous modules to provide
new functionality, such as podcasting or commenting on articles. To find these you need to go
to the web site for the relevant social media clone.

Adding services (Level: IT Support)

The different web applications in Somulator are packaged in what is called container technology,
specifically Docker containers (Merkel, 2014). Docker containers separate each element of a web
application into different modules, this enhances security and makes it easier to modify or update one
web application without affecting the other applications. It is therefore feasible to add a different web
application for training purposes. For example, if one would like to use spam e-mails as part of
the information operation one could add an e-mail service in a Docker container.

Amending web applications’ source code (Level: Programmer)®

If an organisation has very specific needs it is possible to amend the source code of a web
application. This is possible due to the open source license used for these applications. For
example, if one wanted to embed a newsfeed from the Facebook clone in a newspaper using the
news site web application, then this would be the way to do it.

Extending the Excon code (Level: Programmer)®
It is also possible to add functionality to the core Excon module by writing new code, for

example to create a function that simulates a post “going viral”, i.e. spreading fast through the
different social media clones.

8 Refer to each web applications individual GitHub page for further information.
° Documentation on this is available in the Somulator GitHub repository, access may be provided upon request.
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