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ABSTRACT

One of the legacies of armed conflict is unexploded ordnance and abandoned ammunition. This legacy will, in
many cases, have a severe impact on society and daily life, even for years or decades after hostilities have ended.
The millions of tonnes of explosive remnants that remain in nature represent a grave threat in many ways, and, if
left in place, the human, societal and environmental impact could prove to be severe. Clearing the ERW rep-
resents a serious and complex risk in itself, a risk that could increase if mismanaged. Furthermore, the accu-
mulations of munition contamination hinder and severely endanger areal development, both on land and
offshore. However, vast amounts of explosives and accumulations of munitions, such as those in dumping areas
and shipwrecks, are systematically neglected. An unintentional detonation at such a site could prove to have
disastrous societal and environmental consequences. In the present work, it is shown that systems thinking could
be used as a tool to gain better insight into the complexity of managing the risk related to explosive remnants of
war, and to better prioritize resources allocated to mitigating this threat, resulting in the optimization of resource

allocation and reduced societal risk.

1. Introduction

Nearly every armed conflict in modern times has left behind large
numbers of explosive remnants of war (ERW). These are the thousands
and sometimes millions of pieces of explosive ordnance that have been
fired, dropped or otherwise delivered during the fighting but have failed
to explode as intended, as well as ammunition that has been abandoned
by the warring parties on the battlefield. For example, in the ongoing
conflict in Ukraine, Russia’s invading forces have so far left more than
40% of Ukraine’s territory contaminated with landmines and unex-
ploded ordnance [56], killing and maiming more than 1100 civilians by
2022 [22,69]. The clearing of such weapons has often taken years or
even decades, depending on the scale of the challenge. According to the
United Nations [67], even before the Russian invasion, Ukraine cleared
80,000 pieces of explosive debris every year, remnants of several earlier
wars, and it can be safely estimated that the number of ERW generated
by the ongoing conflict is growing by several millions every year.

No matter in which country they are located, or from which conflict
they originate, ERW will represent a persistent problem and a deadly
threat that could kill and injure large numbers of men, women and
children who subsequently disturb or tamper with them [38]. In
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addition to the dumped ammunition, there also remain at sea thousands
of sunken military and merchant vessels, containing large quantities of
live ammunition, shells, mines, depth charges and other explosives, as
well as some chemical warfare agents [42]. In the aftermath of war and
armed conflict, it is therefore essential that unexploded ordnance (UXO)
and abandoned ammunition are handled properly, to prevent accidents,
illicit recovery, proliferation and misuse. However, both time and re-
sources are limiting factors that strongly reduce the possible actions
taken to secure the ammunition [45].

In most Western countries, whenever munitions or munition com-
ponents are discovered by the public and reported to the authorities,
specially trained personnel (in explosive ordnance disposal) are gener-
ally tasked with assessing the situation, and, if the object is considered a
threat to personnel or property, it is disposed of (e.g., removed, rendered
safe, detonated, etc.) [45]. Sometimes this involves evacuating a great
number of people and closing venues until the object is considered safe.
However, normally this only applies to those cases where clearance and
remediation are urgently needed, due to acute safety risk. Measured by
the number of ERW, remediation of all munitions is quite unrealistic in
the near future, and the cost of such a plan is an important factor as to
why this has not been seriously addressed to date [24]. These countries
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(e.g., United States, Canada, United Kingdom, Sweden, Norway, Ger-
many, etc.) have, therefore, for many years, taken a passive monitoring
approach to large accumulations of ERW, as in the case of known
munition dumping sites and some areas heavily contaminated with
UXO, such as partially destroyed ammunition stores and the thousands
of sunken World War Two (WWII) vessels [47]. Whilst some of these
sites are monitored for leaking constituents and their environmental
effects [15], the vast majority are not. Additionally, it is frequently the
case that complete archives regarding what exactly has been dumped do
not even exist, nor are there any complete records on where it was
dumped. Moreover, those tasked with carrying out the dumping did not
always stick to the rules [58].

For many decades now, this dumped ammunition and ERW has for
the most part been left undisturbed. It is clear that dumped ammunition
can survive fully intact and in a pristine condition for over one hundred
years, but it can also rust so thoroughly in a few decades that only non-
soluble explosive filler and a few metal fragments remain [9], causing
munitions’ constituents to leak into the ground and water. These toxic
substances from the explosives can contaminate living organisms, as
well as the surrounding soil and groundwater [6,26,27,61,70], and may
also enter the food chain and directly affect human health upon the
consumption of contaminated food [40]. It is also clear that, as time
passes, the objects will become less and less identifiable, and their
chemical and technical condition will become increasingly indetermi-
nate, thus dramatically limiting the number of potentially available risk-
reducing actions. Whilst analysis of some highly explosive substances
extracted from WWII ERW shows the explosives to be in generally good
condition [44], there is also evidence that some explosives can become
increasingly sensitive to external stress [2,50]. Some ammunition has
also proved to explode spontaneously, even without human interaction
[18]. Our window of opportunity is therefore diminishing rapidly. In a
matter of decades, the ammunition could have become too corroded to
handle; it could be further buried in sediments, making it even harder to
locate, identify and retrieve, and, depending on the material, chemical
and technical condition and environmental exposure, it could become
unstable and unpredictable [36]. In addition, shipwrecks containing
ammunition will continue to deteriorate and eventually collapse, greatly
increasing both the unfeasibility and the risks of retrieving the
munitions.

This passive approach towards known dumping sites, sunken vessels
and areas heavily contaminated with UXO stands, however, in glaring
contrast to the measures usually taken to neutralize individual ERW
whenever they are discovered [3]. But, as societies’ environmental,
safety and security standards are improving, so their demands to poli-
ticians and governments to take preventive action to avoid unnecessary
loss of life and environmental damage are increasing. The time for a
passive policy of ignorance/negligence has long passed, and, for most
countries, decision-makers will, at some time, be forced to make active
policy choices regarding ammunition-contaminated areas (e.g. [68]).
This is also confirmed by the United Nations in the “Protocol on
Explosive Remnants of War to the Convention on Prohibitions or Re-
strictions on the Use of Certain Conventional Weapons (CCW) which
may be deemed to be Excessively Injurious or to have Indiscriminate
Effects (Protocol V)” [65], which states that each High Contracting Party
and party to an armed conflict shall survey and assess the threat, assess
and prioritize needs and practicability, mark, clear, remove and destroy
ERW and “take steps to mobilise resources to carry out these activities”.
The protocol further states that areas affected by ERW which are posing
a serious humanitarian risk “shall be accorded priority status for clear-
ance, removal and destruction”.

In this paper, we examine the prevailing practice of ERW risk man-
agement and explore how systems thinking can be used both as a tool to
gain better insight into the complexity of ERW risk management and as a
way of seeing the whole and interactions, enabling us to see beyond
snapshots of isolated parts of the system [30]. With the use of this skill
set, we hope to better understand the deep roots of complex behaviours,
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in order to better predict them and, ultimately, adjust their outcomes
[5]. We believe that systems thinking can be beneficial when addressing
the complexity and uncertainty of ERW risk and prove to be an impor-
tant decision-making aid in prioritizing and conducting risk mitigation
actions in the future. It is acknowledged, however, that this paper does
not offer any ultimate solutions on how to handle the ERW threat but
provides a guide for how to address the complexity of ERW risk and an
example of how systems thinking could be utilized in the prioritization
of risk mitigation actions.

Our study is a case study of the defence sector in Norway, from which
we have collected data at the strategic level (developing and imple-
menting political-military strategy), the operational level (planning and
directing campaigns and major operations) and the tactical level
(planning and executing tactical operations). Here, we have interviewed
key actors from both the military and civilian sectors and performed a
detailed systematic literature review, analysing relevant legislation,
regulations and official documents applicable to conducting ERW-
operations in Norway. In addition, we have used participant observa-
tion, as one of the authors has worked as a career officer in the Nor-
wegian Armed Forces for more than 25 years, as an ammunition
technical officer and explosive ordnance disposal (EOD)/improvised
explosive device disposal (IEDD) operator. Furthermore, to advance the
identification and assessment of potential risks related to ERW that may
affect complex risk management in the present and the future, we have
created an analytical framework for identifying the network structure in
which ERW risk management is embedded. Based on the empirical data
from the Norwegian case and a causal loop diagram (Fig. 2), we identify
and visualize how certain risk-mitigating actions can cancel each other
out and even enhance the overall societal risk. This type of approach
accounts for the complexity and interconnectivity between and within
different systems, by identifying relations and connections that have
previously been considered in isolation [20]. With this analysis, we
demonstrate that systems thinking could be used as a tool to gain better
insight into the complexity of managing the risk related to ERW, and to
better prioritize resources allocated to mitigating this threat, resulting in
the optimization of resource allocation and a reduced societal risk.

2. Existing practice of ERW risk management in Norway

Based on the variety and severity of potential consequences related
to energetic material such as explosives, it is evident that the risk picture
related to the problem of ERW is multifaceted, with several dimensions
needing to be considered. Applying a more traditional risk management
model to this problem would entail significant shortcomings and sub-
optimal solutions, as the traditional approach is simply too narrow [49].
When addressing the complexity and uncertainty of ERW risk, other
tools are therefore needed, in order to gain better insight into its risk
management.

When dealing with ERW, most countries that are affected naturally
tend to prioritize objects that are regarded as an immediate and direct
threat to their population (e.g. [48]). This could, for example, be mu-
nitions accidentally discovered in a former military training area or UXO
exposed whilst excavating land that could have served as a battlefield or
bomb target (e.g., city, industry, military, critical infrastructure, etc.) in
wartime. In such cases, the risk assessment is generally straightforward:
the object represents an undesired or intolerable risk, and the risk can be
mitigated by (relatively) easy terms, normally by destruction, removal
or by rendering it safe. There are normally established routines and
contingency plans to follow, and, as this is usually a frequent occur-
rence, there could also be a separate budget set aside for clearing acci-
dentally discovered ERW. The potential explosive risk and the
subsequent threat to personnel and property are easily identified and
will often overshadow other forms of risk associated with the object.
Whenever ordnance is discovered or accidentally detonates, the focus
will generally be on its potential explosive capacity and/or the potential
damage a detonation could have caused. For decades, therefore, the
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predominant public view of risks related to ERW has been the potential
explosive effect related to accidentally discovered explosive objects
[471.

However, this traditional approach brings about an over-
simplification of the ERW-risk picture, and our analysis suggests that the
major ERW-related threats do not necessarily coincide with what are
generally perceived by the public and by the decision-makers. Based on
collected empirical data, it is evident that a majority of the ERW-related
threats and pertinent risks are often marginalized. One possible
approach in establishing a more representative risk picture would
therefore be to also include and evaluate the possible risks related to
ERW that are normally out of sight (e.g., dumped ammunition or ac-
cumulations of explosive objects, such as shipwrecks, etc.), in addition
to the explosive objects routinely discovered by the public and disposed
of by the government. Based on the collected data, it is further evident
that the official (i.e., Norwegian) archives of explosive-contamination
(e.g., ERW, munition dumping sites, etc.) are, for the most part,
missing or incomplete. Subsequently, historical data and statistics have
to investigated, in order to establish more accurate estimations of the
occurrence and types of ERW present in the ground, lakes, sea, harbours,
etc., as a result of war fighting and/or training. In the threat perception
iceberg, illustrated in Fig. 1, the tip of the first iceberg represents the
visual threat (i.e., ERW brought to media attention when accidentally
discovered or when an unintentional detonation occurs), whilst the
main body of the iceberg represents the millions of tonnes of ERW and
dumped ammunition that in fact remain in nature today, unknown by
(or at least unfamiliar to) the general population.

Moreover, the data demonstrated a misrepresentation of the ERW-
related risks in both the media picture and among the general public.
Through this analysis, a requirement to evaluate the potential risks the
ERW represent to societal safety and security was identified. This would
include the potential direct and indirect risk to life and health in the case
of an intentional or unintentional fire or detonation, as well as the
environmental, economic and political risk, illustrated by the risk
perception iceberg in Fig. 1. In this illustration, the tip of the iceberg
denotes the potential explosive risk represented by ERW, and the main
body characterizes the hidden risks, often disregarded and/or
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overshadowed by the explosive risk.

A direct risk to life and health could occur if the object were to
function, for example detonate or initiate a pyrotechnical charge that
could cause a fire or an explosion which could result in injuries or ca-
sualties among the public. This could be the result of the object being
subjected to sufficient force (accidental or otherwise) to cause it to
function as intended (e.g., impact, friction, heat) or the ERW sponta-
neously exploding due to technical or chemical degradation, etc. An
indirect risk could be a potential fire or explosion damaging critical
infrastructure, such as a hospital, water/gas mains, etc., which in turn
could represent a threat to life and health. A challenge in this regard is
the common misconception that explosives in ERW become less sensi-
tive and/or that their explosive potential reduces over time [44].

It is known that ERW contain substances that are considered
poisonous to humans, and that they can pollute the soil and ground
water, as well as biological life [26,27,40,61]. This means they represent
not only a risk to life and health but also a broader environmental risk.
As ammunition casings slowly deteriorate, harmful substances will start
to leak, resulting in contamination of the surrounding land and waters.
Some of these could be trapped in the sediments, whilst others could be
spread by wind or water, potentially contaminating a large area. Any
disturbance of the ERW (i.e., salvaging/moving) could have the poten-
tial to release substances caught in the sediments, not to mention the
potential environmental consequences of an unintended accidental
detonation. Even a planned and controlled detonation could, depending
on the characteristics of the ammunition, result in the dispersal of
harmful substances, both from the object itself and from the release of
trapped substances in the sediments, as well as/or the potential for
sympathetic detonations of yet undiscovered explosives and
ammunition.

In addition to the explosive and environmental risk, ERW also
represent a broader societal risk. In one respect, this hampers or delays
development projects, as land and sea contaminated with munitions or
munitions’ constituents need comprehensive surveying and monitoring
before any work can be done. This often demands vast resources, and the
risk and economic costs will often require project plans to be altered or a
project to be terminated. This could affect not only domestic and
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industrial development (e.g. [59]) but also, to a greater respect, the
global effort towards green change. Examples of this could be how
munitions’ contamination affects projected underwater power lines /
gas pipelines, the development of hydroelectric power plants, wind
parks or other projects required to make the change towards more sus-
tainable energy sources. Accidental or spontaneous detonations could
also damage critical infrastructure, and ammunition contamination
could also hinder the investigation, repair and rebuilding of such (e.g.
[13]). Additionally, knowledge of the extent and potential of risks
related to ERW could have an impact on the societal sense of safety and
security. Any severe incidents involving ERW, for example accidental
detonations, confirmation of harmful munitions’ constituents in drink-
ing water or food (aquaculture industry), etc., will inevitably have
economic and sometimes even political consequences. The latter is
especially relevant if the government’s elected officials have been
proved to neglect their responsibility to protect the population from the
considerable risks that ERW represent.

Based on the collected empirical data, this analysis demonstrates that
several ERW-related threats and pertinent risks are often marginalized
or misrepresented, thus generating a potential distorted ERW risk
perception.

3. The use of systems thinking to manage ERW risk

There are several challenges related to assessing and managing ERW
risk that are particularly difficult to assess in the traditional technical
view of risk, such as complexity, lack of knowledge, uncertainty and the
elements of surprise and black swans [29]. We believe that systems
thinking can be beneficial when addressing ERW risk and prove to be
both an important decision-making aid in prioritizing and conducting
risk mitigation actions in the future and a way of seeing the whole and
interactions, enabling us to look beyond snapshots of isolated parts of
the system [30]. Additionally, systems thinking can be beneficial for
identifying the real roots of problems, instead of applying “end of pipe”
solutions that fix only symptoms, not causes [21].

Systems thinking can be characterized as a conceptual framework for
seeing the whole and interactions, rather than isolated parts of the
system [30]. The basic idea is that the understanding of the why and how
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of something requires an understanding of the system or context. Spe-
cifically, to understand the particularities of an element or an event,
there is a need first to understand the general [10]. It is a science, based
on understanding connections and relations between seemingly isolated
things, and can be used to discover organizational structures in systems,
creating insights into the organization of causalities [21]. Through
system analysis, it is possible to identify and define critical areas and/or
areas of concern and to analyse them, in order to understand their
components and feedback relationships. In this analysis, a mental model
structure is often created, using Causal Loop Diagrams (CLD), to reflect
problem areas. CLDs are also helpful for mapping out the structure of a
system and its networks and revealing causalities and feedbacks within
the system [21]; they are commonly used alongside systems thinking to
see the interrelationships among all system components [41] and to
facilitate understanding and analysis of the system under investigation
[60]. An example of a CLD on the system of ERW action could therefore
offer an opportunity to identify feedback effects in the system, which
may point to potential future trajectories of change. Feedback effects, as
visualized in the CLD, will arise when variables affect each other in a
cascading manner, ultimately leading back to a previous variable,
creating a feedback loop [20]. To illustrate how CLDs can be helpful in
identifying causalities and feedback within a system, we developed a
simplified example of the system for ERW action, as shown in Fig. 2. In
this example, there are six feedback loops, with R1 referring to the
reinforcing feedback loop between available EOD methodology (Op-
tions) and viable choices available to the decision-maker (Choices). In
this loop, more choices will result in more options and vice versa,
making it a reinforcing feedback loop, as events or behaviours created
by the variables in the loop amplify each other, leading to unbounded
growth or decline [20]. There are also three other reinforcing feedback
loops in the example; in R2, where knowledge and (the quality of) threat
assessments affect each other, in R3, where knowledge and (quality of)
training affect each other in a reinforcing manner, and finally in R4
where available EOD methodology is affected by their potential negative
consequences, and how this limits the feasibility of the relevant meth-
odology. Such negative consequences would include both potential
undesired collateral damage as a result of EOD action, the potential
residual societal risk after action has been taken, and the coherent level
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Fig. 2. Simplified CLD example, showing the system for ERW action and the potential for unrecognized influences to affect the system.
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of risk and amount of resources the various EOD methodology options
embody. In the visualized example, there are also two feedback loops
where the variables create counteracting changes, resulting in equilib-
rium; B1 refers to the feedback loop of limitations and choices, showing
that the more choices available to the decision-maker, the more limi-
tations are likely to be imposed, thus reducing the number of viable
choices. B2 shows how (the quality of) threat assessments affect(s) the
choices available to the decision-maker and vice versa.

In this analysis, it is apparent that both the quality of training and the
knowledge are critical system elements that affect the threat assessment
and the possible risk-reducing actions, both having an effect on the
choices available to the decision-maker and ultimately the consequences
of actions. The potential consequences (positive) will result in the
desired outcome of any ERW action: increased societal safety and se-
curity. It should be mentioned, however, that both positive and negative
consequences of actions would equally lead to increased knowledge.
Information of consequences (both negative and positive) to decision-
makers at a strategic level could also prove to affect limitations, as re-
strictions (e.g., economic, regulatory, etc.) could be altered. In this
respect, even information and/or publicity on the negative conse-
quences of actions (e.g., undesired detonations, collateral damage,
economic, political or environmental implications, etc.) could bring
attention to the severity of the problem and how imposed limitations
restrict the availability of EOD methodology and available choices, thus
motivating a review of the limitations in the existing regulations,
structure, framework, etc.

The analysis reveals a number of connections and feedback loops,
only one of which will receive further scrutiny in this example. It seems
that one factor that has the most profound potential impact on the
system is that of limitations. Whilst some limitations can be relatively
constant, such as constraints related to location, weather or time, others
can be modifiable, such as regulatory, structural and economic re-
straints, etc. Some of the imposed limitations are also implemented for
the purpose of acting as risk mitigators or safety measures in a specific
area. Examples of these could be blast/frag limitations at a specific
location, as high-order detonations could damage fixed critical infra-
structure (e.g., gas pipelines, etc.); there could be noise regulations, as
noise could be harmful to marine aquaculture or wildlife; there could be
limitations in order to preserve evidence in a criminal case, etc.; or there
could be limitations to preserve cultural heritage sites, etc. For such
examples, it is imperative to investigate how these limitations, which are
specifically designed to mitigate a defined risk, affect and interact with
other parts of the system.

3.1. Potential implications

Taking a closer look at the complex network of connections reveals
many counteracting forces in the system, as well as several links and
potential cascading impacts that are not perhaps obvious but still highly
relevant to the desired end state (i.e., increased societal safety and se-
curity). For instance, looking further into the factors that limit the se-
lection of viable choices available to the decision-maker (limitations), it
becomes clear that some, such as environmental implications, are per-
manent, and that others, such as framework (resources) and regulatory
restrictions, may be variable. Whilst permanent limitations, by defini-
tion, are unchangeable (e.g., location, chemical, technical and envi-
ronmental conditions), the variable conditions can be altered. As for
framework conditions, these can be altered by regulating the level and
quality of training, funding, personnel, etc. Regulatory restrictions can
normally be altered by adding, removing, changing or amending rele-
vant statutes, legislation and regulations. In many cases, the more
formal regulatory restrictions are also supplemented by codes of
conduct, policies and procedures that enforce further restrictions. These
often also consist of several individual safety measurements put in place
to reduce a specific risk.

Any change in these restrictions would have an effect on the system
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and, depending on its interconnection with other parts of the system,
could have unintended implications for the system output. Examples of
this are implications for resources and risk. Experience tells us that that
the implementation of restrictions such as safety measures is not always
consistent with already existing safety measures. The consequence of
this can be that some safety measures may lead to the reduction of other
measures that have already been implemented, resulting in the expected
effects being less than intended or in no effects at all. In a worst-case
scenario, they can even prove to have a negative effect [1,46]. As the
resources spent on safety measures are normally limited, investments in
new safety measures may also lead to reductions in investments in other
safety measures planned for implementation. This is particularly sig-
nificant, as it could result in less important safety measures being
prioritized over more important (e.g., more cost-effective) measures in
terms of effect. Additionally, continuous implementation of uncoordi-
nated safety measures could also mean that, by the time the safety
measure is implemented, the risk has already been mitigated by other
means (e.g., revised procedures, training, etc.) or by other recently
implemented safety measures, leaving the implementation with little or
no effect, risking the needless use of resources and introducing even
more restrictions/limitations. In this respect, the order in which safety
measures are implemented in a complex system would also have an
effect on both risk- and resource management.

One example of this is the (often unintended) reduction of the space
of possibilities in which the freedom to choose work strategy is a very
important means to resolve resource-demand conflicts met during per-
formance. To determine the “space” in which the human can navigate
freely, the constraints that must be respected by the actors for the work
performance to be acceptable need to be determined [55]. One of these
boundaries is given by the control requirements posed by the system and
the other by the human resource profile, which depends on individual
characteristics such as competence, mental capacity, etc. Navigation
within the envelope specified by these boundaries will depend on sub-
jective criteria for choice, such as the aim to save time and money, to
spare resources, to reduce risk, to increase the cost-benefit ratio, etc. If,
however, these boundaries are too stringent, the space of possibilities (i.
e., the freedom to make decisions according to personal preferences)
could be considerably reduced. The continuous implementation of un-
coordinated restrictions (e.g., safety measures) would result in a sys-
tematic migration towards the boundary of the acceptable state of affairs
and, if crossing the boundary is irreversible, an error or an accident may
occur [54]. Such an error or accident could, for example, be that there is
an unacceptable impact on human safety, security or the environment,
or that the residual risk is considered too high. In Fig. 3, Rasmussen’s
[55] model is used to illustrate the likely systematic migration towards
the boundary of the acceptable state of affairs upon the continuous
introduction of uncoordinated restrictions. This figure shows how the
alternative acceptable work activities are shaped by the work environ-
ment, which defines the boundaries of the range of possibilities, and that
stricter boundaries reduce the selection of acceptable work strategies. As
presented in Fig. 2, the implementation of limitations could have a
cascading effect on the system, especially if the potential undesired ef-
fects of these limitations have not been sufficiently analysed.

In addition to the potential consequences of crossing the boundary of
the acceptable state of affairs, an unintended restriction of the space of
possibilities could also result in a too narrow selection of available work
strategies, excluding the only viable options that would result in a suc-
cessful result with an acceptable risk and an optimal cost-benefit ratio.
The inadvertent elimination of viable options in handling a specific ERW
threat, as a result of unsynchronized restrictions, could therefore lead to
not only significantly increased costs and resources but ultimately also a
risk increment to both the operator and the entire society, as the prob-
ability and potential consequences of collateral damage and residual risk
are likely to increase. As the resources spent on reducing the ERW threat
(i.e., EOD action) are normally limited, excessive use of resources due to
unsynchronized restrictions may also lead to reductions in planned EOD
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the continuous introduction of uncoordinated restrictions.

operations. This is particularly significant, as it could result in less
resource-demanding operations being prioritized over more important
operations in terms of the reduction of overall societal risk.

3.2. The implementation of uncoordinated safety measures: An example

A lack of overall understanding (systems thinking) means that one
does not see the totality of the system, and that one therefore focuses
exclusively on a limited area (e.g., one’s area of responsibility / subject
area). In an effort to improve results in this limited area, requirements
are introduced (e.g., in terms of resources, efficiency, quality, etc.).
Without the necessary overall understanding, such requirements may be
implemented without regard for any impact within other parts of the
system and for the system as a whole. Such uncoordinated requirements
may limit both the variety of viable actions and the available space of
possibilities in which an operator can operate freely.

In this example, we focus on EOD clearance of underwater ERW in
Norwegian waters. Norway is one of the largest seafood net exporters in
the world, and fish farming or aquaculture is the world’s fastest growing
food production technology [62]. It is therefore a concern that ERW in
the ocean could affect the quality or sustainability of marine life. ERW
are also considered a threat to offshore infrastructure (e.g., oil produc-
tion and transportation), as well as to offshore development projects (e.
g., wind parks, power lines, etc.). With their potentially devastating
impact on offshore infrastructure, human safety and marine life, the
munitions that still exist in Norwegian waters could have a severe
impact on the environment and the world’s food and energy supply.
There are still hundreds of thousands of tons of ERW in Norwegian
waters, making them a considerable environmental concern, as the
ammunition casings deteriorate, and their harmful constituents
constantly leak into the water. In many cases, the locations of the mu-
nitions or their types or quantity mean that they represent not only an
environmental risk but also a threat to societal safety and security.
Clearance of these objects should therefore be a prioritized task for the
Norwegian Government. However, as resources are limited, a strict
prioritization must be made, to determine what objects/areas should be
cleared in what order. Given the current level of resources, it is evident
at this stage that only a small fraction of the amount of ERW can be
expected to be cleared within the next decades, and that, after a certain
point in time, munitions casings have deteriorated to such a degree that
they could be virtually impossible to clear.

In this context, it should be evident that the government and all
involved parties must work systematically and interactively towards a
common shared goal: to reduce the societal risk as much as possible,
within the given framework of regulatory restraints and (limited) re-
sources. This is especially so in the light of Norway being a High Con-
tracting Party of Protocol V of the United Nations CCW Convention [66],
which states that ERW in affected territories under its control shall be
marked and cleared, removed or destroyed as soon as is feasible [65].
Consequently, all involved governmental agencies should work together
on developing and maintaining both a risk assessment and a
prioritization-and-action plan for how to deal with the ERW. This is,
unfortunately, not the case. At this time, there is no official national
policy on ERW and no coordinated systems approach for how to deal
with this grave problem. Consequently, the involved governmental
agencies do not have the required systems knowledge to make the
optimal risk-reducing choices. This is evident not only from the lack of a
national risk assessment and prioritizing plan but also when it comes to
routine EOD clearance operations.

For example, underwater EOD operations may take months in the
planning and can be extremely resource-demanding in both planning
and execution, as (uncoordinated) environmental restrictions are
imposed. Examples of such requirements could be to map and survey
any vulnerable environmental values in the area and, through a
comprehensive and time-consuming research and surveillance process,
develop a detailed risk assessment of any potential consequences an
underwater detonation and/or uncontrolled release of related hazardous
components could have on these values. There could also be additional
requirements, such as detailed instructions on how the operation is to be
conducted, as well as what methodology is to be used, in order to reduce
— as far as they know — any undesired environmental impact from the
operation.

The consequence of these restrictions could very well be that some
objects/locations, which are otherwise highly prioritized due to the level
of assessed risk they pose to societal safety and security, are depriori-
tized, as, due to imposed restrictions, they become too resource-
demanding compared with other, lower-prioritized objects/locations.
Other consequences could be that, with an increase in the resources
needed for each operation, the number of operations per year would be
drastically reduced and/or only low resource-demanding objects/loca-
tions would be cleared. Such unintended consequences would mean that
the reduction of societal risk is non-optimal from both a cost-benefit
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ratio perspective and a moral perspective. As uncoordinated restrictions
have a direct effect on the prioritizing and execution of EOD operations,
they will also have an impact, either directly or by implications for other
parts of the system, within the area in which it was intended to mitigate
the risk. In this example, the restrictions were implemented in order to
reduce the environmental impact of EOD clearance operations. The
consequences of the restrictions may, however, have a counteracting
effect. For instance, a requirement that the object must be moved to a
new location before it is rendered safe (e.g., by low-order deflagration or
high-order detonation) could increase the risk of accidental detonation,
thus increasing the risk, both to involved personnel and of uncontrolled
pollution. Similarly, the relocation of an object could also result in the
disintegration of the munitions’ casings, potentially spreading harmful
substances over a large area.

Another example is the requirement to use a certain disposal tech-
nique, like low-order deflagration techniques. Low-order has the po-
tential to mitigate the acute blast effects by over 90% of those associated
with conventional procedures (i.e., high-order) [52] and is often lobbied
as an environmentally friendly, less damaging, less disruptive alterna-
tive to conventional detonations (e.g. [57]). Therefore, it is often sug-
gested as the default method of munitions’ disposal [53,64]. Some
countries and organizations even prohibit the use of high-order deto-
nation as a suitable technique for disposing of ERW, and others are now
working towards a permanent ban [14,25]. While fairly under-
communicated by lobbyists, these low-order techniques often result in
an incomplete deflagration, leaving substantial quantities of the explo-
sive material in the environment, resulting in contamination of marine
life and an environmental hazard, which can ultimately even endanger
human seafood consumers [39]. Whilst there is no question that, under
the right circumstances, these actions may indeed achieve the intended
effect (i.e., risk mitigation), a lack of coordination and systems thinking
in the development and implementation of the requirements may ulti-
mately lead to the imposed safety measures having the opposite effect.
Other requirements, such as environmental mapping and surveillance,
are, generally speaking, both achievable and reasonable, but, if the
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requirements are disproportionately high and very cost- and resource-
demanding, the consequence could be that the operation is cancelled,
due to limited resources, leaving the societal risk unchanged. In this
case, the extent of requirements put in place to mitigate the environ-
mental risk involving EOD action may result in the munitions not being
cleared, thus leaving them to further deteriorate and pollute the sur-
rounding environment. In this example, it is also evident that the process
itself, of securing permission from the relevant environmental authority
to perform underwater EOD, is both impractical and time-consuming,
with unclear responsibilities, and suffers from a lack of intergovern-
mental coordination. An unclear and time-consuming application pro-
cess, in which the responsible governmental agency also has to pay a
service fee to the issuing authority, would by itself act as a demotivating
factor for increasing the effectiveness and the number of ERW cleared
from Norwegian waters.

As the example illustrates, there is currently no political strategy or
guidelines in place regarding how to handle the thousands of tons of
ERW in Norwegian waters. The relevant governmental agencies play
their role as best they see fit, often acting on their own uncoordinated
perception of the problem. Their immediate response, understandably,
is to resolve the most visible symptoms of the problems in their relevant
area of responsibility, by applying some sort of quick-fix method (i.e.,
implementation of safety measures) that is expected to give swift results.
This sort of complex problem solving is, however, impossible to deal
with in the absence of all the alternative stakeholders and without
adequate system knowledge, and, as illustrated in Fig. 4, there is a
tendency to become overly focused on treating the symptoms rather
than dealing with the underlying cause [21]. This is not done inten-
tionally by policymakers but, rather, stems from the absence of systems
thinking and a lack of understanding of how the symptoms manifest
themselves. The example further illustrates that a lack of systems
thinking can lead to both an inexpedient process and the uncoordinated
implementation of restrictions. The pressure for increased environ-
mental safety reduces the space of possibilities to a point where only a
strict number of choices is viable for the operator. The most severe
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Fig. 4. In order to deal effectively with the dilemma of ERW, all relevant actors need to be included (model based on Haraldsson’s [21] acid rain example).
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consequence is that the only remaining viable choices could then
represent an increase in the overall societal risk. Another unfortunate
consequence is that any choice would normally represent a high cost-
and capacity-demanding option and an inefficient use of governmental
funds. In a time of limited resources, the EOD operators’ choices will
also be limited, and there will be pressure to implement a methodology
that involves a heightened overall risk [54].

4. Discussion

Complex systems are typically characterized by high and sustained
diversity of interacting components (social and institutional, environ-
mental, and infrastructural) that produce emergent localized outcomes
and include individuals or organizations that come together in an
interrelated and interdependent way to shape other system components
[51]. In this world of progressively complex systems, interconnections
and technological advancements, each increasing the interdependence
on other systems, there is a need to understand the deep roots of these
complex behaviours, in order to better predict them and, ultimately,
adjust their outcomes. The need for systems thinking, therefore,
stretches far beyond the science and engineering disciplines, encom-
passing, in truth, every aspect of life [5].

The idea of systems thinking is frequently used in accident analysis,
organizational theories and quality discourse [30]. As incidents, acci-
dents and near misses most often originate in a complex combination of
factors, both technical and social, systems thinking can help tease out
the decisions and actions that caused a system to fail [10]. Based on this
reasoning, systems thinking should, therefore, also be a necessity in risk
analysis for dealing with complexity [30]. It could, therefore, be
strongly argued that all people in decision-making roles should have a
solid grasp of systems thinking [5].

In ERW risk management, systems thinking seems crucial. As both
the risks and the risk management systems are complex, it is clear that a
lack of systems thinking can result in a suboptimal use of resources and a
heightened societal risk. More precisely, the lack of a systems approach
results in an overcomplicated and bureaucratic intergovernmental pro-
cess, unclear responsibilities and absent strategic guidance, resulting in
a suboptimal use of both human and economic resources. Additionally, a
lack of overall understanding can lead to an over-focus on areas that
seem manageable (i.e., the symptoms) and an under-prioritization of
fundamentals (i.e., the source of the symptoms). This results in short-
term fixes that are adaptive at the time but could impede the develop-
ment of longer-term solutions [4]. For instance, in an attempt to manage
the risks at an agency level, several regulatory restrictions are put in
place to govern how a specific part of the ERW risk should be managed.
Isolated, such restrictions would not necessarily have any undesirable
effects and could very well prove to reduce accidents and increase safety
as intended; however, as a part of a complex system, they could also
prove to have unintended implications for other parts of the system,
possibly even reducing the overall quality and efficiency of the system.
In the exemplified CLD for ERW action (Fig. 2), uncoordinated safety
measures could act as a restriction (limitation) on the selection of viable
choices available to the decision-maker (choices), potentially affecting
the consequences of the ERW action and, ultimately, its effect on societal
safety and security. The implementation of restrictions, without
exploring their effect and potentially cascading impacts, would there-
fore have the potential for unintended negative consequences, resulting
in an increased overall societal risk. One such unintended consequence
could be depriving the decision-makers at the operational and tactical
levels of their privilege of choice between the applicable methodologies.
This will not only increase the societal risk but also significantly increase
the risk for the EOD operator and deprive him/her of the means to
resolve resource-demand conflicts [55], making an already difficult job
much harder.

The example illustrates that complex problem solving is challenging
to deal with without systems thinking and in the absence of all the
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alternative stakeholders. Furthermore, it also shows that adequate ERW
risk assessment and management is dependent upon a conceptual
framework for seeing the whole and interactions, rather than isolated
parts of the system. Consequently, the implementation of systems
thinking can advance the identification and assessment of potential risks
related to ERW that may affect complex risk management in both the
present and the future, as well as better enabling us to fulfil our re-
quirements according to the United Nations [65] Protocol on Explosive
Remnants of War.

Several existing models for systems thinking could relatively easily
be implemented as is or adopted to the specifics of ERW risk, potentially
providing us with a new and improved approach to safety. A well-known
example of a model that could be implemented is Leveson’s [32]
Systems-Theoretic Accident Model and Processes (STAMP), one of the
most widely used models for predictive applications in the literature
[16]. STAMP is an accident causality model, based on systems theory
and created as a response to the limitations of traditional causality
models in the analysis of modern complex systems [32]. It covers acci-
dents linked to both component failures and the interactions of system
components [11,17,31]. This approach views the hierarchical organi-
zation, a model in which feedback loops enable a higher level (the
controller) to initiate proper (re-)actions, to maintain the system in a
state of equilibrium and within safety limits [37]. Through its imple-
mentation, it could be possible to better depict and review the function
of safety from a systemic perspective, to increase the ability to learn
from experience and particularly to deal with the complexity from the
interaction among diverse system components [8].

Implementing a holistic system safety approach such as STAMP
could be beneficial in developing a decision-making aid for prioritizing
and conducting risk mitigation actions in the future and serve as a guide
for how to address the complexity of ERW risk. As an example, STAMP is
constructed from the three basic concepts: constraints, hierarchical
levels of control, and process models, which, in turn, give rise to a
classification of control flaws that can lead to accidents [35]. As shown
in Chapter 2, some limitations, which are initially designed to mitigate a
defined risk, affect and interact with other parts of the system, creating a
cascading effect and effectively acting as systems constraints. As the
basic concept in STAMP is not an event but a constraint, systems are
viewed as hierarchical structures, in which each level imposes con-
straints on the activity of the level below it; constraints or lack of con-
straints at a higher level allow or control lower-level behaviour [12].
Safety-related constraints specify those relationships among system
variables that constitute the non-hazardous or safe system states [35] —
for example, the government must prevent the exposure of the public to
dangerous ERW, and the EOD operator must always be able to mitigate
the risks. On hierarchical levels of control, STAMP views accidents as
resulting from interaction among components that violate the system
safety constraints rather than as the result of an initiating event in a
series of events leading to a loss. A key factor is therefore that the control
processes enforcing these constraints must limit system behaviour to the
safe changes and adaptations implied by the constraints. The third basic
concept in STAMP is that of process models and implies that any
controller must contain a model of the system being controlled. Ac-
cording to Leveson et al. [35], accidents, and particularly system acci-
dents, frequently result from inconsistencies between the model of the
process used by the controllers and the actual process state, for example,
the decision-makers do not have sufficient situational awareness and
make decisions that could seriously increase the risks, or that multiple
controllers and decision-makers make uncoordinated decisions or
wrongfully assume the other is carrying out the required control actions.

As STAMP can be viewed as more of a model or set of assumptions
about how accidents occur than an analysis method, fully implementing
STAMP into ERW risk management would require new analysis methods
constructed using STAMP as a basis. One widely used hazard analysis
technique, based on STAMP, is STPA (System Theoretic Process Anal-
ysis), a proactive analysis method that analyses the potential cause of
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accidents during development, so that hazards can be eliminated or
controlled [23,34]. A basic STPA analysis would generally consist of
four fundamental steps [63], the first being defining the purpose of the
analysis: potential losses, safety goals, system and system boundaries. If
applied to ERW risk management, the first step would then be to
determine the main focus of the system: is it on preventing loss of human
life or will it be applied more broadly to security, environment, effi-
ciency and other system properties? The second step would be to build a
model of the system that captures functional relationships and in-
teractions by modelling the system as a set of feedback control loops, an
example of which is shown in Fig. 2. This model, otherwise called a
control structure, usually begins at a very abstract level and is iteratively
refined to capture more detail about the system. The third step would
then be to analyse control actions in the control structure, to examine
how they could lead to the losses defined in the first step. Any unsafe
control actions identified will then be used to create functional re-
quirements and constraints for the system, for example, if the main focus
of the EOD operation is to prevent the loss of life and if it is identified
that one of the control actions in the control structure (i.e., the Bl
feedback loop in Fig. 2) could contribute to such a loss. As shown in
Chapter 2, this includes uncoordinated safety measures that uninten-
tionally act as restrictions on the selection of viable choices available to
the decision-maker, potentially affecting the consequences of the ERW
action and, ultimately, its effect on societal safety and security. There
are several ways in which a control action can be unsafe, including if not
providing the control action leads to a hazard, if providing the control
action leads to a hazard or if providing a potentially safe control action —
but too early, too late or in the wrong order [63]. The fourth step in an
STPA analysis in ERW risk management would be to identify the reasons
why unsafe control might occur in the system, for example, how
incorrect feedback, inadequate requirements and other factors could
cause unsafe control actions and ultimately lead to losses, and how safe
control actions might be provided but not followed or executed prop-
erly, leading to a loss. Once the scenarios are identified, they can be used
to create additional requirements or to identify mitigations, etc. An
example of the steps in a basic STPA analysis that could be applied in
ERW risk management is shown in Fig. 5.

In ERW risk management, STPA can also be employed to identify the
leading indicators used to identify the potential for an accident before it
occurs, so measures can be taken to prevent it. These indicators are
based on the assumption that major accidents are not due to a unique set
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of random, proximal events. Instead, accidents result from “The
migration of an organization to a state of increasing risk over time as
safeguards and controls are relaxed due to conflicting goals and trade-
offs and reduced perceptions of risk leading to more risky behavior”
([331, p. 101). This implies that major accidents develop over time and,
therefore, the possibility exists to intervene. A leading indicator would
be a signal that points towards the necessity of an intervention. For ERW
risk management, these indicators could be beneficial in identifying
causes of accidents that may arise in technical system development, in
operations and in management. Some of these hazards could previously
not have been identified due to inadequacies in the hazard analysis
process or in how it is performed or because hazards are identified but
their probability of occurrence is judged to be negligible, and thus it is
believed that they will not occur [7]. Examples of the latter are seen
regularly in ERW risk management, particularly relating to the vast
quantity of unplanned explosions in stored or abandoned munitions, in
unexploded ordnance and at ammunition dumping sites (e.g.
[18,19,28]). Moreover, these indicators can help identify controls that
are assumed to be operational but that do not actually exist, are not used
or are not as effective as presumed. This includes controls that have
changed over time and now violate the assumptions underlying their
original design [33]. The indicators could further help identify flaws in
the safety management system design. For example, the system could be
effective but, for a number of possible reasons, does not operate ac-
cording to its design and as it is assumed to operate. Such reasons could
include the degradation of safety culture over time, a negative change in
the safety culture (i.e., by implementing safety measures with unin-
tended negative effects) or the behaviour of those making safety-related
decisions being influenced by competitive, financial or other pressures
[33].

As illustrated here, STAMP incorporates principles of system design
and operation, which promote adequate control actions that enforce
safety constraints, and can be a beneficial model to foster evaluation of a
complex system holistically and uncover useful levers for the elimina-
tion of future loss potential [43]. By implementing this or other appro-
priate models for system thinking and system analysis in ERW risk
management, it will be possible to identify and define critical areas or
areas of concern, and to analyse them to better understand their com-
ponents and feedback relationships. This approach could not only offer
an opportunity to identify the potential for an accident before it occurs
but could also be used as a tool to gain better insights into the
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Fig. 5. The basic steps for implementing STPA analysis in ERW risk management (model based on Thomas [63]).
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complexity of managing the risks related to ERW and to better prioritize
resources allocated to mitigating this threat, resulting in improved
economic efficiency and a more favourable cost-to-benefit ratio [45].

5. Concluding remarks

In this paper, we point out the importance of having a systems
approach in ERW risk management, especially when introducing factors
that could act as limitations in the system, such as regulations, proced-
ures and instructions.

As both the risks and the ERW risk management systems are complex
phenomena with multiple attributes, it is evident that a lack of systems
thinking can result in a suboptimal use of resources and a heightened
societal risk. More precisely, the lack of a systems approach can result in
an excessively complicated and bureaucratic intergovernmental process,
unclear responsibilities and absent strategic guidance, resulting in the
suboptimal use of both human and economic resources. Additionally, a
lack of overall understanding can lead to an excessive focus on areas that
seem manageable (i.e., the symptoms) and an insufficient prioritization
of the fundamentals (i.e., the source of the symptoms), resulting in short-
term solutions that are adaptive at the time but that could impede the
development of longer-term solutions. It can therefore be concluded that
the current approach to ERW risk mitigation is forcing actors to focus
merely on the symptoms, which is diverting them from confronting the
fundamental issues underpinning the problem.

By implementing models for systems thinking principles and system
analysis in ERW risk management (e.g., STAMP), it will be possible to
analyse and improve the existing management system or to create a new
one with its assistance, if required. Based on the examples and the
ensuing discussion, demonstrating that adequate ERW risk assessment
and management is dependent upon a conceptual framework for
viewing the whole and interactions rather than merely isolated parts of
the system, it has been shown that system analysis can be used to better
depict and review safety from a systemic perspective. This would in-
crease our ability to learn from experience and particularly to deal with
the complexity from the interaction among diverse system components,
providing insight into how to make improvements in ERW risk
management.

Consequently, systems thinking should be a necessity in ERW risk
analysis and risk management, as well as an integral part of the
continuous evaluation of existing and proposed new safety measures. It
is our opinion that the adoption of a system-theoretic approach to safety
would be an effective way to integrate safety in a complex system such
as ERW risk management, and that the implementation of relevant
models for systems thinking and system analysis would generate a more
optimal use of limited resources, as well as a decreased overall societal
risk.
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